Connectwise Automate Script - Perform Local scan for GRC
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BEFORE YOU BEGIN

The instructions below have been kindly provided to Rapidfire Tools support by another of Rapidfire
Tools customers that has managed to successfully automate the Local Computer Data Collection for
Compliance Manager GRC.

Rapidfire Tools DOES NOT support 3rd Party RMM Tools. This document is to be used as a reference for
Connectwise Automate Users that are familiar with Connectwise Automate scripting.

Connectwise Automate Script - Perform Local scan for Compliance Manager GRC

Create an additional field where you could store the Upload ID for each of your clients in ConnectWise Automate. The example below uses a field called Connector ID but you
could call it "Upload ID" so that it matches the name in GRC.

@ System Dashboard - [m} X
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Time and Timers  Tickets Management Export
System Control Center Ticketing VNC /Ticket Priority Additional Field Defaults Authentication Integration
Time Category |Additional Fields | custom Commands Smart Attributes  ProcessList Disk Cleanup  Startup Scan  Virus Scan  Redirected Apps  App BlackList  App Whitl ¢ | »

Field Name  ConnectorID Field Type  Text v () Require Permissions
() NotEditable () Enaypt (] Hidden () Maskedtext Sort 0
Tab ‘Comphanoe Manager v ‘
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ToolTip
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Form  Name Sort Field Type Tab Fill

ConnectorID 0 Text Compliance Manager
3 Servers Under Contract 0 Text Contract Info |This shows the total number of servers that are marked Unc
3 Workstations Under Contract 0 Text Contract Info [This shows the total number of workstations that are marke:
3 Server Failed Action 6 Dropdown Daily Health Check Do Nothing~Record Stat~Raise Alert~Create Ticket|Select t |
3 Workstations Failed Action 7 Dropdown Daily Health Check Do Nothing~Record Stat~Raise Alert~Create Ticket|Select t
3 Additional Server Checks 8 Dropdown Daily Health Check None ~Antivirus ~Performance ~Antivirus and Performance |S¢
3 Skip Missing Virus Scanner 8 Checkbox Daily Health Check |Selecting this checkbox will ignore any machines that are issi
3 Daily Health Report 9 Dropdown Daily Health Check Health_Report_Daily~Health_Report_Condense_Daily ~Heall
3 Daily Report Email 9 Text Daily Health Check |Enter an email address to send the daily health report to. |2
3 Weekly Health Report 9 Dropdown Daily Health Check Health_Report_Weekly~Health_Report_Condense_Weekly~
3 Weekly Report Email 9 Text Daily Health Check |Enter an email address to send the daily health report to. |2
3 Monthly Health Report 10 Dropdown Daily Health Check Health_Report~Health_Report_Condense~Health_Report_F
3 Monthly Report Email 10 Text Daily Health Check |Enter an email address to send the daily health report to. |2
3 Billable Users 3 Text Licensing

Once you've created an additional field you should see that field available for each of your clients (see example below). That field should be populated with the Upload ID
associated with that client in the GRC site in Rapidfire Tools Portal.

8 Computol, Inc. (ClientiD: 3) - o X

License Management Permissions  Status Managed Services M Computers < Network Devices [} Auvik Possbilties ~Standards &Health
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Additional Information

Save Additional Information | X Delete All Values 7§ Delete Values on Tab : Refresh

Default dParty Auvk Cloud Services [Compiance Manager | Licensing Licensing Override LTBackup Office 365 OpenDNS Umbrela || *
ConnectorD B eee——— X

Note: To obtain the Upload ID for a site in the portal log into the RFT portal, go into the site you created for the client, and navigate to Compliance Manager GRC > Data
Collection > Data Collectors.
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Server ID: NDA1-5286RP 3
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Computer Scan Status: No Server installed. Ready to install.
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Create a new script in Connectwise Automate using the following settings:

(4] Edit Script Step #4
Executes a saript and stores the sariptin
1
{ Function: Execute Saipt
{
1| SaptType
|| Powershes
{
Script to Execute

Param(
[string] sConnectorID.

Select Sapt Type.

Enter Script (Use Button to Expand Text Editor).

SaptParameters
€ComectorID®
Enter Script Parameters to Send.
Sapt Credentials
Run 25 Local Agent v
Select Credentials to Use
Variable
Cpsresits1@
Speafy a user variable o store the result, with, or without, the © sgns.
(O Continue on Fakure OS Al Operating Systems v
39 pressF2in
Seassettag¥ ecacheuser% Sechentfaxte %computercontactd%  %ContactCel% %ContactPager% S%doman% . %Saptal
%autostartupvakue% Sclentaddress% Schentd% %computerid% %ContactGty% HC o % % % y %proxypass% Shservicer
% % %G % y Snasdrivets Sproxyserver% service\
%badapserver% y %Ch %C %ContactFax% %ContactZp% Seexecuteresuit¥ %locatonComments%  Socatonname tsvedr % %os% Sproxyuser% shelres
%badapsze% %ChentComments% % %ContactiCQ% Scpuusage% ags' s Siper smartre:
Sbadapuser% %ClentCountry% Ychentstate% Yeconsolenumber % %ContactMSN% %datan% Yerresut% %lLocationCountry% %pngresult¥% Yregstryresult %SNMPCC
% %L %Lt % Y%dataout% %l Yepor Yesnmpres
%cachepass% %ClentExtemallD% Scdentzo% %ContactAIM% % % %ProbelD% rssfeed2% softwar

You can copy and paste the following into the script.

Param(
[string]$ConnectorID
)

# C li directories

It Output" -force -Recurse
LocalDataCollector" -force -Recurse
:\C " -force -Recurse

Remove-Item -Path
Item -Path

# Make Compliance Manager Directories
mkdir "C:\LocalScanOutput"

mkdir "C:\LocalDataCollector"

mkdir "C:\Connector"

#D load latest coll and C

Invoke-WebRequest -Uri "https://s3.amazonaws.com/networkdetective/download/NetworkDetectiveDataCollector.exe" -OutFile "C:\LocalDataCollector
\NetworkDetectiveDataCollector.zip"

Invoke-WebRequest -Uri "https://s3.amazonaws.com/networkdetective/download/NetworkDetectiveConnector.zip" -OutFile "C:\Ci \NetworkDetectiveC

# Extract files
Expand-Archive -Path "C:\LocalDataCollector\NetworkDetectiveDataCollector.zip" -Destinationpath "C:\LocalDataCollector\nddc"
Expand-Archive -Path "C:\C Al kDetectiveC .zip" -Destinationpath "C:\C "

# Run Lcoal Data Collector

Start-Process -wait -filepath "C:\LocalDataCollector\nddc\nacmdline.exe" -ArgumentList "-pushtool","-outdir","C:\LocalScanOutput" -PassThru

Start-Process -wait -filepath "C:\C: \nd .exe" -Ar List "-id","$C ID","-d","C:\LocalScanOutput" -PassThru
#R C li directories

R Item -Path "C:\Local Output" -force -Recurse

Remove-Item -Path "C:\LocalDataCollector" -force -Recurse

R Item -Path "C:\C " -force -Recurse

.zip'




