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Chapter 1: Introduction

Release 10.1.1-3 introduces host-level protection of Acropolis Hypervisor (AHV) virtual machines. With host-
level protection, virtual machines are backed up by leveraging AHV snapshots. Simply add the AHV host cluster
to the Unitrends appliance. All VMs are automatically discovered and you can select them for protection. For
details on installing this release, see "Getting Started with AHV Protection" on page 7.

In addition to AHV protection, this release includes:

*  Anupdated Unitrends Windows agent. If you are protecting Windows machines by running asset-level
backups, install this new agent after you upgrade the Unitrends appliance. For details, see "To install the
10.1.1-3 Windows agent" on page 17.

* Anew custom filters feature you can use to quickly filter the backups and backup copies that display in the
Backup Catalog. See "Working with Custom Filters in the Backup Catalog" on page 71 for details.

* Newfilter fields on the Jobs tabs. Enter text in these fields to filter the jobs that display.

®  Fixes for customer-discovered issues. For details on issues that were resolved in this release, see the
10.1.1-3 Release Notes.
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Chapter 2: Getting Started with AHV
Protection

To start protecting your AHV virtual machines with the 10.1.1-3 release:
Step 1: Review the "Requirements and considerations for AHV protection”
Step 2: Review the "Getting Started with AHV Protection"

Step 3: "Installthe 10.1.1-3 release" on page 13

Step 4: "Add the Nutanix AHV host cluster" on page 20

Step 5: "Run AHV backups" on page 22

Requirements and considerations for AHV protection

Review the information in these topics before implementing AHV host-level protection:
® "AHV best practices and considerations"
® "General AHV requirements" on page 8

* "Hot backup copy limitation" on page 12

AHYV best practices and considerations
Follow these best practices to protect your AHV virtual machines:
*  Adhere to Nutanix best practices.

*  Fulland incremental backups are supported for AHV VMs.

* Anew full backup is required if the VM configuration has changed since the last backup. This includes any
configuration changes made to a VM through the hypervisor, such as creating or deleting a snapshot, or
adding a new disk.

If the VM configuration has changed since the last backup, the next incremental fails. After this failure, the
appliance promotes the next scheduled backup to a full (or displays a message indicating a full is required if
an on-demand incremental is attempted). Once a full backup succeeds, subsequent incrementals run as
scheduled.

® Dueto aNutanix limitation, Unitrends AHV snapshots do not display in the Nutanix AHV hypervisor. Note
the following:

- Thefirst time a VM is backed up, the job creates a new snapshot of the AHV VM that remains with the
VM after the job completes. During subsequent backups, the job creates a new snapshot of the AHV
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VM, performs the backup, then removes either the previous snapshot (if the job was successful) or the
current snapshot (if the job failed). If a job ends ungracefully (such as due to a power outage) the
unneeded snapshot may remain on the hypervisor. A Unitrends cleanup process runs hourly to check
for and remove any unneeded snapshots.

- Ifyou are no longer protecting a VM on this Unitrends appliance, any leftover snapshot that has not
been removed will remain on the hypervisor. This applies even if you begin protecting the VM with
another Unitrends appliance. If you are no longer protecting a VM with the original Unitrends
appliance, contact Support for assistance removing any unneeded snapshots.

* Insome cases, you may want or need to protect VMs by using asset-level backups. To protect a VM with
both host-level and asset-level (agent-based) backups, ensure that the VM's host-level and asset-level jobs
do not overlap. Running both simultaneously may lead to undesirable results.

General AHV requirements

The following requirements must be met for host-level protection of AHV virtual machines.

Item Description

Unitrends The Unitrends appliance must be running version 10.1.1-3. After you install the 10.1.1-3
appliance version, you must enable the AHV feature as described in step 9 on page 15 in the "To install
release 10.1.1-3 on a Unitrends appliance" procedure.

The Unitrends appliance must be running an Enterprise or Enterprise Plus license.

Nutanix AHV [ The AHV host must be running Acropolis Operating System (AOS) version 5.1.4 or higher.
host cluster
version
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Item Description

AHV host
account
privileges

While adding the AHV cluster to the Unitrends appliance (described in "Add the Nutanix AHV
host cluster" on page 20), you must enter the username and password credentials of one of
the following AHV cluster accounts:

® The Nutanix cluster admin account - You must use this account if the AHV cluster is
not configured to use directory services authentication and the cluster is running a pre-
5.5 AOS release. Other user accounts with full administrative privileges are not
supported.

*  Any local Nutanix cluster account that has been assigned the user admin or cluster
admin role - Use a local account with either of these roles if the AHV cluster is not
configured to use directory services authentication and the cluster is running AOS
release 5.5.

®* AnLDAP user that has the cluster admin role - Use this account if your AHV cluster is
configured to use directory services authentication. See these topics for additional
requirements: "Requirements for directory services authentication in AOS 5.1" or
"Requirements for directory services authentication in AOS 5.5".

Requirements for directory services authentication in AOS 5.1

These additional requirements apply to Nutanix AHV clusters running in AOS 5.1 that are
configured to use directory services authentication:

® Set up authentication (as described in this Nutanix document: Configuring
Authentication) to use these settings:

- Inthe Directory List add a new directory of type Active Directory and connection
LDAP. For the Directory URL, specify Idap://<ip-address>:<port>

- Create arole mapping for the LDAP user and assign the cluster admin role.

- Inthe self service portal (SSP), set or update the SSP administrators to the
user@domain. Use fully qualified domain names.

-SSP will need to query the active directory for details of users. Ideally a service
account with no time limit should be used. This account must have privileges for
listing the users in the Directory server.

*  While adding the AHV cluster to the Unitrends appliance (described in "Add the Nutanix
AHV host cluster" on page 20), you must specify a domain in addition to the username.
The username and domain are case sensitive. Be sure to match the case that was
entered in the self service portal (SSP). In the Username field, enter the username and
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Item Description

domain in this format: user@domain. For example, jalvarez@unitrends.com
Requirements for directory services authentication in AOS 5.5

These additional requirements apply to Nutanix AHV clusters running in AOS 5.5 that are
configured to use directory services authentication:

®  Set up authentication (as described in this Nutanix document: Configuring
Authentication) to use these settings:

- Inthe Directory List add a new directory of type Active Directory and connection
LDAP. For the Directory URL, specify ldap://<ip-address>:<port>

- Create arole mapping for the LDAP user and assign the cluster admin role.

*  While adding the AHV cluster to the Unitrends appliance (described in "Add the Nutanix
AHV host cluster" on page 20), you must specify a domain in addition to the username.
In the Username field, enter the username and domain in this format: user@domain.
For example, jalvarez@unitrends.com
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Item Description

iSCSI target AHV backup and recovery jobs access the AHV host over the iSCSI protocol.
access .
Ensure the following:
* The Unitrends appliance is able to connect to the iSCSI targets on the Nutanix storage
LAN.
® iSCSI Data Services are configured for the Nutanix AHV cluster. To configure this
setting:
1 Inthe Nutanix Prism interface, select Cluster Details from the Options menu.
2 Enter theiSCSI Data Services IP address.
3 Click Save.
Cluster Details
CLUSTER UUID
VERSION  00054d07-1654-94a9-0000-000000014393
CLUSTER ID
00054d07-1654-94a9-0000-000000014393:82835
Storege S| CLUSTER INCARMATICN IO
1492071476401321
8TBS ) \srer NamE
nutanix01
CLUSTER VIRTUAL IP ADDRESS
19NN O
VM Summ|
ISCSI DATA SERVICES IP
1 1€ __...._.1_9
Virtual The following requirements apply to virtual machine storage:
machine . ) ) . .
; *  Virtual machine storage must be disk storage allocated on a storage container. VM disks
storage
8 that are attached to a Volume Group are not included in the backup.
® Host-level protection is not supported for independent and pass-through disks. To
protect these disks, you must install a Unitrends agent and use asset-level backups
instead.
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Item Description

Virtual The following VM configuration requirements must be met for Unitrends host-level
machine protection:

configuration . . . ) . .
*  Nutanix recommends installing Nutanix Guest Tools (NGT) in the guest operating

system to ensure file system and application consistency.

®* NGT tools must be installed and running to enable application consistent quiesce. If
NGT is not running, crash consistent quiesce is used. For details, see this Nutanix
document: Nutanix Guest Tools.

*  For Windows guests, Nutanix recommends installing VirtlO drivers for enhanced
performance and stability. For details, see this Nutanix document: Nutanix Virtio for

Windows.
Virtualized To ensure database consistency, you must set up the virtualized Active Directory (AD) server
Active in accordance with Microsoft best practices. If all Microsoft considerations are not
Directory addressed, backup and restore of the virtual machine may yield undesired results. If you
servers prefer not to research these best practices, install the agent on the VM and protect it as you

would a physical server (leveraging Microsoft's VSS writers).

Distributed Distributed File System (DFS) Namespaces and DFS Replication offer high-available access to
File System geographically dispersed files. Because of the replication and syncing operations in DFS
environments | environments, you must set up the virtual machine in accordance with Microsoft best
practices to ensure database consistency. If all Microsoft considerations are not addressed,
backup and restore of the virtual machine may yield undesired results. If you prefer not to
research these best practices, install the agent on the VM and protect it as you would a
physical server (leveraging Microsoft's VSS writers).

Hot backup copy limitation

Backup copy to the Unitrends Cloud is not supported. If desired, you can set up hot backup copy to your own
Unitrends target appliance. To do this, first install the 10.1.1-3 release on the target appliance.

Notes:
® Backup copy to the Unitrends Cloud will be supported in a future release.

* Ifyou are copying non-AHV backups to the Unitrends Cloud, those copies can continue after you
upgrade the source appliance to release 10.1.1-3. Do not attempt to copy AHV backups. If you attempt
to copy an AHV backup to the Cloud, the job fails and the appliance attempts to retry the failed job
indefinitely, which encumbers the hot copy job queue.
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Install the 10.1.1-3 release

Use these procedures to upgrade your appliances and protected Windows assets to release 10.1.1-3 . Upgrade
the Unitrends appliance before you upgrade the agent on its protected Windows assets.

®* "Toinstall release 10.1.1-3 on a Unitrends appliance"

®* '"Toinstallthe 10.1.1-3 Windows agent" on page 17

To install release 10.1.1-3 on a Unitrends appliance

Use the following steps to install the 10.1.1-3 release on your Unitrends appliance:

Note: If you will be copying AHV backups to a Unitrends appliance target, use this procedure to upgrade the
target appliance before you upgrade the source backup appliance.

1 Open a Firefox or Chrome browser and connect to the appliance Ul by entering:
https://<appliancelPaddress>/ui/. For example:

| New Tab x \ 4+

- -

https://10.10.10.1/ui] > || Q search B $ A =

O Share Browser WebEx- |

2 Login as auser with administrative privileges.

< c @ ® & https://198 EEeTEeTml/ui/#/ U—é—o Connect to appliance Ul | Ylan =

UNITRENDS

Unitrends Recovery Series

Enter user name and password. User must _
2 have superuser or administrator privileges

M Keep me logged in Login

unitrends.com

3 Click the gearicon and select Check for Updates.

UNITRENDS Chapter 2: Getting Started with AHV Protection
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UNITRENDS

T INVENTORY SYNC

EE DASHEBOARD BACKUP SUMMARY (LAST :12/05,/2017 08:00:01 Ph, SYMCFA_.
B cHECK FOR UPDA
O @ SETLANGUAGE (EN)
ﬂ LEIERD Errors Not Protected
AVG BACKUP SPEED TOTAL SIZE
M recover 08 0z

4 Alist of available updates displays. Click Apply Update to begin the installation.

Updates Q

AFPLIANCE UPDATE INFORMATION VERSION

Dominigue-313  Update Available(4858.68 MB) 10.1.1-1.201802130123.Cent056 View Detail:

5 Forsome appliances, software maintenance is required with the update. If so, you see this message and
the update will take some extra time:

Apply Update

>

Click to install

Note: |If you do not see this message, maintenance has already been performed on the appliance.

Confirmation

J To optimize system performance, this appliance needs a software maintenance
taskthatis run on the appliance during the update.
The estimated runtime for this task is 30 minutes. If it takes longer than 30
minutes the task will be ended.
|5 it OK to proceed with the update now?

To continue with the update, press Confirm. To quit, press Cancel.

Do one of the following:
® C(lick Confirm to continue with the update.
* (lick Cancel to quit. (You can then install the update at another time.)

6 During the upgrade, you see status messages as packages are installed. If you have trouble with the
installation, see "Troubleshooting the appliance upgrade" for tips.

7 Aftertheinstallation completes, clear your browser cache, then close the browser.

Note: If you receive a message indicating that you need to reboot the appliance to take advantage of
the new kernel installed during the upgrade, you can either reboot now or reboot at a later time.
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If you reboot now, do the browser steps above after the appliance boots. (If you do not receive
this message, the kernel was not updated and a reboot is not required.)

8 Open the browser and log back in to the appliance Ul.
9 Enable the AHV feature in the appliance Ul by doing these steps:

* Onthe Configure > Appliances page, select the appliance and click Edit.

EE DASHEOARD Appliances 9 Protected Assets Copied Assets

gg View:Table o Add Appliance E Edit o Remove
& rromcT Ry

APPLIANCE = STATUS ADDRESS VERSION

[s Dominique-313 ® Available (logged in) 1. cm— 14 10.1.1-1.201802130123.Cent0S6
M Recover : _ - :

@ UEB_Replicas_2 ® Not Available T— 10.0.0-8.201709250138 .CentOS6
E JOBS Select the appliance
i RreporTs
¢ CONFIGURE o

* C(lick Advanced and select General Configuration.

Edit Appliance ]

General Email Users Date Time License Backup Copy Advanced o
ENCRYPTION SETTINGS

Enable Encryption
Current Passphrase

[ change Passphrase
New Passphrase
Confirm New Passphrase

Save Master Key File

SAN DIRECT DETAILS
[] | Name Host Port Target LUN

O Add

Support Toolbox [l General Configuration ISCSICHAP SNMP VM Replica Configuration

®* Enter ahv in the Name field, then click the showAHV row.

* Enter true in the Value field, then click Save.
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® C(Click Close to exit.

General Configuration (Advanced) 1]

Section - Name Value

3t _o Enter ahv *®
[ snowAHV-Ire false

fileDedup enablelnlineDedupAHY Yes
Edit Settings (Advanced) (2}
Section CMC
MName showAHV
Description If true, allow adding Nutanix AHV assets for protection.

Valee @ true —e Enter true

8y - |

10 Log out of the appliance Ul, then log back in. The AHV feature is now enabled. Continue to one of the
following:

* '"Toinstallthe 10.1.1-3 Windows agent" on page 17 if you are protecting Windows assets with agent-
based backups.

* "Add the Nutanix AHV host cluster" on page 20 if you do not need to install the 10.1.1-3 Windows
agent on any protected assets.

Troubleshooting the appliance upgrade

In rare instances, your first attempt to update the Unitrends appliance might not be successful. See the
following table for a description of upgrade issues and steps you can take to resolve them:

Issue Next steps

The update | If the installation stops and you receive a message stating a package did not install

times out successfully, in most instances you can resolve the issue by clicking the refresh arrows and
because attempting the update again. If necessary you can repeat this multiple times until the update
some of the | completes. See KB 3402 for more information.

packages did

not install.
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Issue Next steps

The The appliance cannot reach the FTP or HTTP site - If you receive a message stating that the
applianceis | appliance is unable to download packages, this is the most likely cause. The FTP or HTTP site
unable to might be blocked by a firewall or some other restriction might be preventing you from
download reaching the site. To resolve this issue, you can download the update packages from the site
the update [ you are not currently using (such as downloading from the HTTP site if you are currently using
packages. the FTP site, or vice-versa). For procedures, see KB 3401.

An error To update the appliance, you must first update any other appliances that are managing it.
message Verify that any backup copy target appliance and any other managing appliances are running
displays the latest release. Upgrade these appliances as needed. You can then upgrade any appliances
statingthat | that they are managing.

the

managing

system must

be updated.

No data To resolve this issue:

displays in 1 Clear your browser cache, then close the browser.

the Ul after

installing 2 Open the browser and log back in to continue working with your appliance.

appliance

updates.

To install the 10.1.1-3 Windows agent

After upgrading your appliance, upgrade the agent software on any Windows assets that you are protecting
with asset-level (agent-based) backups. It is best practice to upgrade agents to the latest release to take
advantage of performance enhancements and fixes.

Note: The Windows agent is not used for host-level backups of AHV virtual machines. You do not need to
install this agent on AHV VMs that you are protecting with host-level backups.

Before upgrading or installing the Windows agent, the following requirements must be met:
® You must be the user administrator to install or upgrade the Windows agent.

*  Volume Snapshot Service (VSS) Exchange Writer is required for the Exchange agent.

® VSSSQL Writer is required for the SQL Server agent.

®  VSSHyper-V Writer is required for the Hyper-V agent.

Follow these steps to install or upgrade the Windows agent:
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1 Loginto the Windows asset as a user that has full access to all files and folders on the system (i.e., local
administrator).

2 Access the MSl installer on the Unitrends appliance by entering \\<AppliancelP>\windows_agents in the
Windows File Explorer:

2 = | Application Tools ~ windows_agents — O %

Home Share View Manage e
« « A L Network » 1900 "4 5 windows_agents Enter \\<appliancelP>\windows_agents

~  MName Date me

7 Quick access
B Deskt » ﬁl Unitrends_Agentxtd.msi 2/13/201

eskto
P Unitrends_Agentx@6.msi 213,20
g

; Downloads ” ﬁl Unitrends_BareMetal.msi 2/13/20
Documents #* 5! Unitrends_DCA_Hyper-V_Agent.msi 27137201

3 Download one of these agent MSI files:
®  Unitrends_Agentx64.msifor 64-bit Windows assets
®  Unitrends_Agentx86.msifor 32-bit Windows assets

4  Double-click the MSI file to launch the installer. Click Next.

! * | = | Application Tools Downloads - [} hd
vome e view | vomaae a o
| € v A &> ThisPC > Downloads Double-click to launch the agent installer
£ Name Date modified Type ™
3+ Quick access
ﬁl Unitrends_Agentx64(4).msi 12/7/2017 1:11 PM Wiri
[ Desktop *
‘ Tonnzeis ﬁ Unitrends Agent 10.1.0-2.02092018_64 bit — X 1
n
‘ Documents Unitrends Agent 10.1.0-2.02092018_64 bit p
| =/ Pictures p
‘ Config_appliance_settings| n
Prod .. P
upgrade-guide y
F
WideCS55TestPDF The installer will guide vou through the steps required ta install
Unitrends Agent 10.1.0-2.02092018_64 bit an your computer. p
o Creative Cloud Files F
F
¢& OneDrive
o
E This PC WARMING: This computer pragram iz protected by copyright p
law and international reaties.
[ Desktop P
Documents ego P
; Downloads UN " i
ITRENDS rr
D Music WWW.UNITRENDS.COM E
n Videos 1

5 Select an installation directory and click Next.

The default directory is C:\PCBP. To install in another location (folder or volume), click Browse or manually
enter the directory path.
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Notes:

* Approximately 1100MB of temporary installation space is required on volume C:, regardless of
where the software is ultimately installed.

* Ifyoudo NOT install to C:\PCBP, the installation does not include the Hyper-V CBT component. If
you are running Hyper-V host-level backups and want to use this driver, you must install to the
default location.

ﬁ Unitrends Agent 10.1.0-2.02092018_64 bit — *

Select Installation Folder

‘ . The inztaller will install Unitrends Agent 10.1.0-2.02092018_64
bit ta the following folder.

Ta inztall in this folder, click "MNext". To install to a different
o falder, enter it below or click "Browse".

) ) Folder:
Select installation [CAPCBR, Browse...
directory

o) i
UNITRENDS

WWW.UNITRENDS.COM

6 Click Next to begin the installation process (or click Back to review or modify data). The installation can be
interrupted at any time by clicking Cancel.

Note: If afirewall is enabled on the Windows asset, the installer automatically opens Port 1743 and
creates the necessary firewall exceptions.

ﬁ Unitrends Agent 10.1.0-2.02092018_64 bit — *

Confirm Installation

o

The installer iz ready ta install Unitrends Agent
10.1.0-2. 02092018 _E4 bit on your computer,

Click "Mext" to start the installation.

P i
UNITRENDS

WWW.UNITRENDS.COM

Cancel < Back
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7 Theagentisinstalled. Click Done to exit the installer.

Add the Nutanix AHV host cluster

To protect VMs hosted in a Nutanix Acropolis Hypervisor (AHV) environment, you must add the AHV host
cluster to the Unitrends appliance as a virtual host asset. Once the AHV host is added, all VMs on that host are
automatically discovered and can be selected for protection.

To add a virtual host asset
Use this procedure to add the AHV host cluster.
1 Select Configure > Protected Assets.

2 C(Click Add > Virtual Host.

UNITRENDS

Appli Protected Assets
BB opasHeoARD e 9
98 vView: Table [ DisplayAll v | ) Addf¥ [# Manage Credentials §§ Manage Global VM Settings ¢ UpdateAgent v  [# Edit (%) Remove
B rromcT = asset
NAME a PTI CREDENTIALS RETENTION ENCRYPTED AGENT VERSION APPLIANCE
B vitualHost
[ B cae-DOC930 w581 None None No 10.0.0-3 UB_source_221
M recover & s
ﬁ Cisco UCS Manager
E voss
a1 rerForTs
£+ CcONFIGURE o

3 Enter the following in the Add Virtual Host dialog:
* Hypervisor - Select Nutanix-AHV in the list.

® Host name - Enter a unique name to identify the AHV cluster. This is the display name used by the
appliance Ul and does not need to match the actual hostname of the AHV cluster.

® |P Address - Enter the Nutanix cluster virtual IP address. This is a highly-available IP address used to
reach the management services running on the Nutanix AHV cluster.

®* Username and Password:

- For Nutanix AHV clusters that are NOT configured to use directory services authentication and are
running a pre-5.5 AOS release, enter the credentials of the Nutanix cluster admin user account.
You must use the cluster admin account. Other users with administrative privileges are not
supported.
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- For Nutanix AHV clusters that are NOT configured to use directory services authentication and are
running AOS release 5.5, enter the credentials of any local Nutanix cluster account that has been
assigned the cluster admin or user admin role.

- For Nutanix AHV clusters that are configured to use directory services authentication, enter the
credentials of an LDAP user that has the cluster admin role. You must specify a domain in
addition to the username. For AOS 5.1, the username and domain are case sensitive and you
must match the case that was entered in the self service portal (SSP).

In the Username field, enter the username and domain in this format: user@domain. For example,
jalvarez@unitrends.com. (For configuration requirements, see "Requirements for directory
services authentication in AOS 5.1" on page 9 or "Requirements for directory services
authentication in AOS 5.5" on page 10.)

4  Click Save.

Add Virtual Host (2]

Enter the details of the virtual host you would like to manage.

DETAILS w Select
Hypervisor Nutanix AHV v @ Nutanb-AHV

Appliance Dominigue-313

Host name nutanix-01 —9 Enter host name
IP Address 19 0 —e Enter cluster IP

CREDENTIALS

Usemame admin

Enter credentials
Password sassssssses

The default quiesce setting for this appliance is Application Consistent. To edit this setting, please openthe
Manage Global VM Settings dialogue on the Protected Assets tab of the Configure page.

5/

Note: If you receive a credential error, see "Getting Started with AHV Protection" on page 7 for steps to

resolve.

The host asset is added to the appliance. To start protecting the hosted VMs, see "Run AHV backups".
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Appliances Protected Assets Copied Assets
88 viewTable ([E) DisplayAll v @) Add v [# Manage Credentials  §§ Manage Global VM Settings ) UpdateAgent v  [# Edit (®) Remove
MAME ADDRESS DESCRIPTION CREDENTIALS RETENTION EMCRYPTED AGENT VERSION APPLIANCE
O » & BURDCESXl4unitrends.com  10°7° ™ "2 ViMware Host {Unnamed) Dominique-313
[] S CentOS6-pm 07777749 Linux AHV host is added None No 10.0.0-2.20170625_2204 Dominique-313
[ 68 nutanix-01 19_......—.0  AHVHost nutanix-01-New-Credential ~ None No 5.1.01 Dominique-313
0 B w2260 ‘Windows 10 None None No 10.0.0-3 Dominique-313

Run AHV backups

To run backups of hosted AHV VMs, you can create backup jobs manually or create an SLA policy. For a
comparison of these methods, see Backup Administration and Procedures in the Administrator Guide for
Recovery Series and Unitrends Backup.

See the following procedures to create AHV backup jobs:
* "To create a backup job for Nutanix AHV assets" on page 22 - Use to manually create a backup job.

® "To create an SLA policy for AHV assets" on page 29 - Use to create an SLA policy. The appliance
automatically creates the backup and backup copy jobs needed for the RPO and retention settings you
specify in the policy.

To create a backup job for Nutanix AHV assets
Notes:

®* An AHV asset can be assigned either to one manually created backup schedule or to one SLA policy (to
ensure that the VM exists in only one backup schedule).

* To access newly added virtual machines, sync inventory before creating your job by clicking the Gear
icon in the upper-right of the Ul and selecting Inventory Sync.

UNITRENDS o)
JHINVENTORY SYNC
EE DASHBOARD BACKUP SUMMARY (LAST :T1/12/2017 08:00:01 PM, SYNCFAIL...
T3 CHECKFORUPDATES
0 @ SETLANGUAGE (EN)
B rroTect Errors Not Protected

1 Select Jobs > Active Jobs > Create Job > Backup.
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UNITRENDS

EE DASHBOARD Active Jobs ejobManager
== CreateJob v_’_e

ﬂ PROTECT e B 5o
3 Backup Copy )
o to display

R recover I Data Copy Access

E JOBS o

2 Select Nutanix AHV in the What do you want to backup? list.

3 Inthelnventory tree, expand the AHV host cluster, then check boxes to select virtual machines to protect.
Selected VMs display in the Job Inventory Settings area.

* Tolocate an asset by name, use the Search field below.
* To quickly select all hosted VMs, click the host checkbox.

®* Toselect one VM, click its checkbox.
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Create Backup Job

Job Name | Backup Job

1. Select ltems 2. Define Job Settings
INVENTORY JOB INVENTORY SETTINGS
- Name Protection Rules
- V ?
appllance Nhat do you want to backup Mutanix AHV

T pm-ubuntu & Edit

A M ue_118 ~
B8 myaHv W2012R2-251 o Edit

> LindaT3 .
pm-ubuntu-2 & Edit
Rl >{ LindaT3_restore M
>Z pm-ubuntu

>{ pm-ubuntu-2 (Optional) Edit settings

>{ pm-ubuntu-2-restore-php

>{ pm-ubuntu-2-restore-php29b
>{ pm-ubuntu-2-restore-php29c
> pm-ubuntu-2-restore27

>{ pm-ubuntu-2_restore0119_1422
>Z pm-ubuntu-2_restore0119_1427
>{ pm-ubuntu-restore-php

>Z pm-ubuntu-restore-php0112

>{ pm-ubuntu-restore26excl4

>{ pm-ubuntu-restore27 v

g >
o /@ (Optional)
M S e [] Auto-include new VMs

4 (Optional) Edit Job Inventory Settings to exclude VM disks from backup:

* Locatethe VM inthe]Job Inventory Settings list.
®  (Click Edit to specify disks to exclude.
* C(lick Save to retain any changes.
Note: Critical system volumes are required to recover the entire virtual machine. Use care when
omitting disks from backup.
5 (Optional) Check the Auto-include new VMs box to automatically add newly discovered VMs to the
schedule.
6 Click Next.

7 Select Now or Create a Schedule to specify when you want this job to run. If you create a schedule, enter
a unique job name.

8 Set remainingJob Details and Options:
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Create Backup Job

Job Name | AHV incremental

1. Select ltems 2. Define Job Settings
JOB DETAIL OPTIONS
Selectwhen to run this job: (O Now @ Create a Schedule Backup Target Internal v
Select the backup mode: Incremental Forever e [ Verify Backups 0
Include job results in the Job Report
Start Date: 1/23/2018 Yﬂ

Include job failures in the Failure Report

Incremental Backup Bvery Y| sUN MON TUE WED THU FRI SAT
Start Time 03:00 am
[0 Recurs every: 1 : Hour(s) Until 1:59 pm

Previous

® In most cases, the standard backup modes can be used to create the schedule.

* |f you need more granularity, choose the Custom mode and do these steps to create a custom
backup calendar:

= Click the calendar icon.

Create Backup Job

Job Name  BackupJob

1. Select ltems 2. Define Job Settings
JOB DETAIL OPTIONS
Selectwhen to run this job: (O Now @ Create a Schedule Backup Target Internal ~

Select the backup mode- Custom v o Select Custom NS>

Include job results in the Job Report

Calendar Contents: Mo calendar exists

Click to Edit %—9 Click icon

Include job failures in the Failure Report

Previous Save Cancel

- Inthe Calendar dialog, select a backup mode in the Backups area and drag it to a day on the
calendar. (You cannot drag to a day in the past.)

Chapter 2: Getting Started with AHV Protection
UNITRENDS Provide feedback



http://survey.clicktools.com/app/survey/go.jsp?iv=1ey8aq32v14z4&q1=vmware-deployment
http://www.unitrends.com/

26 AHV Protection Guide

Release 10.1.1-3 | April 2018

- Inthe Add Backup dialog, modify settings and click Save.

Calendar
Backups @ March 2018 iy (o2 SR
Full h Sun Mon Tue Wea Thu Fri Sat
Incremental ! 2 3
Add Backup Q
Drag backup to calendar ; . o
/Type Full v
Start Date: 03/17/2018 Yﬂ
n 12 13 7
Start Time 04:00 am
Enter details Recurrence: Weekly |~
18 19 24

Every One |~ weekK(s)on:

O o oo oo

25 26 7 SUN MON TUE WED THU FRI SAT 3

- Repeat these steps to add other modes to the calendar.
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Calendar o
Backups @ March 2018 R <2
Sun Mon Tue Wea Thu Fri sat

Incremental ! 2 3

1 Add Backup 2]
4 5 & 0
Drag backup to calendar /Type Incremental |

Start Date: 03/09/2018 ﬂ
m 12 13 7
Start Time 10:00 pm
Enter details Recurrence: Daily |~
18 19 24
O Every Day

® Every Weekday

% 2% 7 \ O Every Weekend Day N

®

- Click Save to save the settings and close the Calendar dialog.
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lendar @

Backups @ March 2018 - JE <>

sum on Wes Fi sat

' : ?
4 5 -] 7 3 9 10
n 12 13 14 15 16 7

Top Pcremerta 42l

Backups display on the calendar
8 19 20 21 2z 3 24

top cremerta

25 26 27 28 2% 30 31

fop ncremerta 4a ol

Top Premerta

Click Save

- Click Save to save the schedule.

-ate Backup Job 2]

Job Name  Backup Job

1. Select ltems 2. Define Job Settings
JOB DETAIL OPTIONS
Selectwhen to run this job: O Now @ Create 3 Schedule Backup Target Internal ~
Select the backup mode: Custom ~ [ verify Backups @
Include job results in the Job Report
Calendar Contents: Full Backup at 04:00 am, Recurring: weekly, Ll
Dayis): 3AIncremental Backup at 10:00 pm, . . .
Calendar details Recurring: daily, Day(s): MO,TU WE,TH FR Include job failures in the Failure Report

are added

** Please save the job to save calendar changes. w

Click to Edit ﬂ

Click to save

Previous Cancel

9 C(lick Save.
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10 Click OK to close the Success message.
* Ifyou created a schedule, the job runs at the date and times you specified.
* If you chose Now, the job queues immediately. Click Active Jobs to view the running job.
To create an SLA policy for AHV assets
Notes:

®* An AHV asset can be assigned either to one SLA policy or to one manually created backup schedule (to
ensure that the VM exists in only one backup schedule).

* The policy can contain VMs that are managed by a single AHV cluster.

°* AVM can be assigned to only one hot backup copy schedule. The policy does not create a hot backup
copy schedule if any of its VMs exist in another hot backup copy schedule.

* To access newly added virtual machines, sync inventory before creating your job by clicking the Gear
icon in the upper-right of the Ul and selecting Inventory Sync.

UNITRENDS o)
JHINVENTORY SYNC
EE DASHBOARD BACKUP SUMMARY (LAST :T1/12/2017 08:00:01 PM, SYNCFAIL...
T3 CHECKFORUPDATES
0 @ SETLANGUAGE (EN)
& rrotecT Errors Not Protected

1 Select Jobs > SLA Policies > Create Policy.

UNITRENDS

Active Jobs Job Manager Recent Jobs Recent System ]ohsg SLA Policies

CreaiePoliLy| e
v

NAME ¥ RPO ~  RETENTION

oo

E DASHBOARD
PROTECT

RECOVER

JOBS o

2 Select AHV Assets in the What do you want to protect? list.

3 Inthelnventory tree, expand the AHV host cluster and check boxes to select virtual machines to protect.
Selected VMs display in the Job Inventory Settings area.

® Tolocate an asset by name, use the Search field below.
* To protect all VMs, select the AHV host.

4  (Optional) Edit Job Inventory Settings to exclude VM disks from backup:
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®* Locatethe VM intheJob Inventory Settings list.
*  C(lick Edit to specify disks to exclude.
* C(lick Save to retain any changes.

Note: To recover the entire virtual machine requires critical system volumes. Use care when omitting
disks from backup.

5 Click Next.

Create SLA Policy 2]

SLA Policy Name | SLA Policy SLA Policy Description | Description (Optional)

1. Select ltems 2. Define Policy Options

INVENTORY JOB INVENTORY SETTINGS
What do you want to protect? | AHV Assets ~ MName Protection Rules

m Domini 113 o doc-W2012R2 & Edit
ominique-313

i Linux Servers doc-ubuntu o (Optional) Edit settings o Edit

¥ §§ nutanixo1

[>T .0A-Mark- Large VI

> .QA-Mark - Source .
------- > QA -Mark - VM Synthesis Te

....... ): Doc-UB

>{ doc-ubuntu

> doc-W2012R2

------- [ >¢ LindaT3

- [] % LindaT3_restare

- [C] > pm-ubuntu

; 71 > pm-ubuntu-10 A
< >
doc Q @ « »EEEE

(Optional) Enter search text

6 Define the remaining Policy Options, then click Save.

Policy Options are described in the following table:

SLA policy
setting

Description

SLA Policy Name | Enter a unique name for the policy.

SLA Policy (Optional) Enter a short description of the policy.
Description
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31

SLA policy ..
) Description
setting
RPO of Recovery Point Objective - The maximum interval of time between backups (the
maximum threshold of data loss tolerated by your business continuity plan).
Determines how often backups will run.
Enter the number of hours or minutes to define the RPO interval.
Show Backup Check this box to view and/or edit the following:
Windo
neow ®  First Full Date - Date when the policy's first full backups will run. (Applies to
assets that do not yet have a successful full backup.)
®  First Full Time - Time when the policy's first full backups will run. (Applies to
assets that do not yet have a successful full backup.)
*  Backup Between - Hours of the day when backups will be taken.
Copy backups Check this box to copy backups to your hot backup copy target.
tBO t::e Hgt Supported only when a Unitrends appliance has been added as a backup copy target.
Tac utp Py (Hot copy to the Unitrends Cloud is not supported for the 10.1.1-3 release.)
arge
For details on adding a Unitrends appliance target, see these topics in the
Administrator Guide for Recovery Series and Unitrends Backup:
* Backup copy targets to add the target. (Before adding the target, be sure to
install the 10.1.1-3 release on the target appliance as described in "To install
release 10.1.1-3 on a Unitrends appliance" on page 13.)
° Managing SLA Policies to start copying backups to the target you added by
editing the SLA policy.
Copy backups Check this box to copy backups to your cold backup copy target.
:all)l: to tChe Cold Supported only when a cold backup copy target has been added to the backup
Tac Utp Py appliance. Supported for these types of cold targets only: third-party cloud, NAS, or
arge iSCSI. If multiple cold targets exist, the policy copies to the one that was added first.
* To copy to adifferent cold target, manually create a backup copy job instead, as
described in Creating backup copy jobs.
®* Toadd acold target to the backup appliance, see Backup copy targets.
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SLA policy

. Description
setting
Cold Backup Check this box to specify the length of time a copy must be retained before it can be
Copy Retention | deleted. To define the retention period, enter a number and select Days, Weeks,
Days Months, or Years. For example, enter 2 and select Weeks to retain copies for 2 weeks.
Encrypt Cold Check this box to encrypt cold backup copies. (Encryption must also be configured on

Backup Copies | the appliance. For details, see Encryption in Appliance settings.

Note: If the backup copy target device is configured for encryption, copies are
encrypted regardless of this setting.

Keep backups Number of days backups must be retained. Backups that are younger than N days are
for N days not purged for any reason, including at the expense of new, incoming backups.

Warn when less | Use this option to receive an email notification if this asset has less than N days of
than N days of | backups stored on the appliance.
backups remain

Delete backups | Number of days after which the appliance will delete backups.
after N days

Create SLA Policy (]

SLA Policy Name | AHV SLA Policy 40 SLA Policy Description  AHV policy

" BACKUP FREQUENCY @ BACKUP RETENTION .

RPO of 12

0 Keep backups for 14 12 days.

= !
Show Backup Window " "
Edit settings
First Full Date 2/5/2018 Warn when less than 14 : days of
backups remain.
First Full Time 03:00 am
Delete backups after 2 : days. @

Backup Between And  115%pm @

- BACKUPCOPIES —
4 Hot Backup Copy Target has not been configured (2]

Copy backups daily to the Cold Backup Copy Target @
Cold Backup Copy Retention Days |14 = | Days |~
-

[ Encrypt Cold Backup Copies @

Previous

7 The appliance creates the policy and related jobs. Click Close to close the status message.
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SLA Policy Status 7]

Policy Created Successfully. Please see below for associated job information. @

Job Name *  lobType ¥ Message v
@ _SLA'AHV SLA Policy (Backup) Backup Job created
& _SLAAHV SLA Policy (Cold) Cold Backup Copy  Job created

The policy displays on the SLA Policies tab:

Active Jobs Job Manager Recent Jobs Recent System Jjobs SLA Policies Jobs Calendar
£ Create Policy
MNAME ~ RPO ~  RETENTIOM ~  APPLIAMNCE -
AHV SLA Policy 12 Hours Min 14, Max 21, Hold 14 Days Dominique-213

Jobs display on the Job Manager tab and are named with the prefix _SLA:

Active Jobs Job Manager Recent Jobs Recent System Jobs SLA Policies Jobs Calendar
== Createjob v
1 | NamE ~  STATUS ~  TYPE ~  SCHEDULE ~  LASTRUN ~  NEXTRUN ~  APPLIANCE
[]  _SLAAHV SLAPolicy (Backup)  # ldle B Backup Incremental: Sun-Sate..  MNewver 02/05/201812:00:00 .. Dominique-313
[]  _SLA:AHV SLA Policy (Cold)  lde |51 Backup Copy Backup Copy: Sun-Sat .. Never 02/06/2018 02:00:00 . Dominique-313

Next Steps

Once you have created AHV backup jobs, you can opt to do any of the following:

® C(Create a backup copy job to copy AHV backups to a secondary target. The 10.1.1-3 release supports the
following:

- Hot backup copy to another Unitrends appliance. (The target appliance must be running release
10.1.1-3 . Upgrade the target before copying AHV backups.)

- Cold backup copy to these devices: eSATA, USB, tape, third-party cloud, attached disk, NAS, and SAN.

For details, see these topics in the Administrator Guide for Recovery Series and Unitrends Backup:

- Backup copy targets to add the target.
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- Creating backup copy jobs to start copying backups to the target you added. (If you created an
SLA policy, edit the policy to add the backup copy job instead. For details, see Managing SLA
Policies.)

® Edit AHV host and VM settings. For details, see "Managing AHV Hosts and Virtual Machines" on page 65.

Note: AHV backups are run using the default quiesce setting of the backup appliance. To modify this
setting, see Quiesce settings for host-level backups in the Administrator Guide for Recovery
Series and Unitrends Backup.

® Recoverentire VMs or files from AHV backups. For details, see "Recovering AHV Backups" on page 35.
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Chapter 3: Recovering AHV Backups

Unitrends provides a variety of methods for recovering host-level backups of AHV virtual machines. You can
recover entire virtual machines or selected files from backup. See these procedures for details:

® "Recovering an AHV VM"

® "Recovering files from a host-level backup of a Windows AHV VM" on page 39

® "Recovering files from a host-level backup of a Linux AHV VM" on page 52
Notes:

This guide includes procedures run from the backup appliance using host-level backups or imported
backup copies. For additional procedures, see these topics in the Administrator Guide for Recovery Series
and Unitrends Backup:

®* Recovering Backup Copies

® Recovering Host-level Backups

Recovering an AHV VM

Use this procedure to recover an entire AHV virtual machine.
1 Select Recover and click the Backup Catalog tab.

(Optional) Use Filter Backups to the right to customize the backups that display. (For details, see "Working
with Custom Filters in the Backup Catalog" on page 71.)

Chapter 3: Recovering AHV Backups
UNITRENDS Provide feedback



http://survey.clicktools.com/app/survey/go.jsp?iv=1ey8aq32v14z4&q1=vmware-deployment
http://www.unitrends.com/
http://www.unitrends.com/documents/rs-ueb-admin-guide/Default.htm#cshid=1238
http://www.unitrends.com/documents/rs-ueb-admin-guide/Default.htm#cshid=1238
http://www.unitrends.com/documents/rs-ueb-admin-guide/Default.htm#cshid=1307
http://www.unitrends.com/documents/rs-ueb-admin-guide/Default.htm#cshid=1311

36 AHV Protection Guide

Release 10.1.1-3 | April 2018

UNITRENDS
(Optional)
Backup Catalog 9 File Level Recavery Instant Recovery Replicas Modify settings and click Filter
Or

BR oasHeoarD

Q searchFiles W Recover [B RecoverFiles Select a filter from the list de Filter
ﬂ PROTECT
=y APPLIANCE HOST APPLICATION MODE
‘ » m CentOS5_rpm_4_250 Dominique-313 BU om VMware Azzat Name
RECOVER o = CentOS6-pm Dominque-313  CentOSé-pm Agent-Based
» O = p q p 9 Appliance Dominique-313 v
» O @) centosée rpm Dominique-313 B SO VMware
Host. All ~
E JOBS » [ >{ doc-ubuntu Dominique-313 nutanix01 AHV
Application All ~
» [ DL doc-W2012R2 Dominique-313 nutanix0l AHV
ll.l REPORTS » [0 B doc-Windows-7_6_DB Dominique-313 BITTTTT m WMware pcs Al v
» O E doc-\Windows-8 Dominique-313 doc-Windows-8 Agent-Based From 02/03/2018 ﬂ
a CONFIGURE » O m doc-WinVista_214_DB Dominique-313 B iR om Whware To 02/09/2018 ﬁl
> DocNodel Dominique-313 BU om ViMware
D@ O Hed (2]
P » O @) Dochodez Dominique-313 BURRIT T fmiaom VMware
» [ = HVSVR2008R2 Dominique-313 HVSVR2008R2 Agent-Based [ Successes
» [ @& ue_4_206 Dominique-313 B m Whware Type Backup
Imported Backup
» [J BB Unitrends_doc-Windows-8  Dominique-313  BURDCIZNWemissmizcom VMware Backup Capy (Cald)
Backup Copy (Hot)
» [ > W2012R2-prm-2 Dominique-313 nutanix0l AHV
» O E W2260 Dominique-313 w2260 Agent-Based

MANAGE FILTERS @

Select Filter Backups last7 di »~

sl

2 Expand the VM asset and select one of the following to use for the recovery:
* Ahost-level backup.

* Animported host-level backup copy. (To import a backup copy, see To import a cold backup copy or
To import a hot backup copy in the Administrator Guide for Recovery Series and Unitrends Backup.

3 Click Recover.

Backup Catalog File Level Recovery Instant Recovery Replicas
Q searchFiles Reccvel"eRecoverF\Les 4 Hold
= APPLIANCE HOST
» [J @& CentOS5_rpm_4_250 Dominique-313 B om
» E CentOS6-rpm Dominique-313 CentOSé-rpm
» O @ CentOS6_rpm Dominique-313 ElRiaRa ‘om
p [ > d U Dominique-313 nutanix0l
»{ doc-W2012R2 Dominique-313 nutani=01
2 B A 02/06/2018 04:14:08 pm e Dominique-313 nutanix01
O E A\ 02/06/2018 12-00-55 am (Wam g Dominique-313 nutanix0l

4 Select these Recovery Options:
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Recovery Options Description

Target Location Select the AHV host where the VM will be recovered.
Target Storage Select a storage container.
Recover excluded disk (Optional) Check this box to recover the metadata for disks that were
metadata excluded from the backup.
5 Click Next.
Job Name  On-Demand AssetName: doc-W2012R2
Backup Details Full 02/06/2018 04:14:08 pm
Size 9756 MB

1. Define Recovery Options 2 Summary

RECOVERY OPTIONS

Target Location nutanix01 ~
Select target AHV cluster
Target Storage default-container-82835 (674 GB free) ~ and StOraqe

Recover excluded disk metadata? 0
2 (Optional) Check to include metadata

A summary of the selected recovery options display.
6 (Optional) Modify the VM Name by clicking it in the Assets to Recover list and entering a new name.

7 Click Save. The job is queued immediately.

Create Recover Job

Job Name | On-Demand

1. Define Recovery Options 2. Summary
ASSETS TO RECOVER
VM NAME TARGET HO'ST TARGET STORAGE

P nutanix01 default-container-82835

Edit WM Name

doc-W2012R2_restore

(Optional)

8 C(lick OK to close the Information message.
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Information

0 Restore has started successfully

9 Toview job progress, select Jobs > Active Jobs. Select the job and click View Details.

UNITRENDS

EE DASHBOARD Active Jobs 9 Job Manager Recent Jobs Recent System Jobs SLA Policies Jobs Calendar
= Createjob v = |ewDeta\ls‘ e © Cancel
B ERCIECE JOBNAME ~  ASSET ¥ STATUS ~  TYPE/MODE ~ STARTED = ~ PROGRESS ¥ DURATION ™~ APPLANCE ¥
‘ RECOVER On-Demand doc-W2012R2 H Connecting I restore: Restore 0% Dominique-313
\e Select job
JOBID APPLICATIOMN HOST/SERVER MESSAGE
E Joes
n637 ARV nutanix0l Sending data to nutanix01

Recovery is complete when the job status changes to Success:

Active Jobs Job Manager Recent jobs Recent System Jobs SLA Policies Jobs Calendar L
== Createjob v §% Hide Details © Cancel
JOBMNAME ¥ ASSET ¥ STATUS ¥  TYPE/MODE ~ STARTED = ~ PROGRESS ~  DURATION ~  APPUANCE ~ E
On-Demand doc-W2012R2 @ Success & restore: Restore 02/09/2018 01:20:55 pm I 10C Dominique-313
JOBID APPLICATION HOST/SERVER MESSAGE
11637 AHV nutanix01 Task completed

10 After the recovery job completes, go to the hypervisor and power on the recovered virtual machine.

Overview - Table
Include Controller VMs - 1-10 of 50 (filtered from 53) - > .- Q
& UM NAME HOST L . comEs ‘-.nEr.’Cf-‘ STORAGE _C=J CC\:’.OL_ER CONTROLLER CONTROLLERIO  CONTROLLER A'»:S BACKUP . FLASH
ADDRESSES CAPACITY USAGE READ IOPS WRITE IOPS BANDWIDTH 10 LATENCY MODE
QA - Mark - Large VM NTNX-175SM&D . 146 TiB/ 313
192168... 1 2GiB 167% v} o 0 KBps 07ms Yes Mo
_restore 120075-B TiB
~ 919 GIiB / 70
® doc-W2012R2_restore 2 4GB GiB 0% = = - - Yes No
i
® LindaT3 m Select the recovered VM 1 1GiB -/0GiB o 0 KBps oms  Yes No
Summary » doc-W2012R2_restore Manage Guest Tools one # Update X Delete

11 Modify VM settings and backup schedules as needed.
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* Arecovered VM may not have the same network settings as the original. Check network settings and
modify if needed.

®* Therecovered VM has the same username/password credentials as the original VM. Access the VM
and verify that it is functioning as expected in production.

® C(Create or edit backup schedules to begin protecting the recovered VM.
Notes:

*  Windows server VMs - In rare instances, after a restore is performed for a Windows server VM, a disk
may be inaccessible because it has been placed in an offline state. To bring disks into an online state,
login to the VM, go to Disk Management, right-click on the offline disk, and select Online from the
drop-down menu.

* Debian VMs - In some instances, Ghome might not start after a Debian VM is recovered. You can
resolve this issue by rebooting the VM or restarting Gnome from the console. To access the console,
enter Ctl+Alt+F1 and log in as root. Then run startx.

Recovering files from a host-level backup of a
Windows AHV VM

Use the procedures in this section to recover Windows files.

Windows prerequisites and considerations

The following requirements and considerations apply to recovering files from a host-level backup or host-level
backup copy of a Windows VM:
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Prerequisite

or Description
consideration

Supported To recover files from a host-level backup or copy, the appliance creates a recovery object
recovery that contains the backup's files. For some Windows VMs, this object is also exposed as a
methods CIFS (Samba) share and/or an iSCSI LUN on the backup appliance. After you create the

recovery object, you will view it on the File Level Recovery tab to see whether the CIFS and
iSCSI options are available.

You can recover files from this object in several ways. Options include:

* Browse the recovery object and download selected files to a.zip file. This is the
simplest method.

®* Mount the CIFS share on a recovery target machine. From the target machine, select
files to recover.

* Mount theiSCSI LUN on a recovery target machine. From the target machine, select
files to recover. (You must use an iSCSI LUN in some cases. For details, see "When to
use an iSCSI LUN" on page 40.)

Recovery The target can be configured with basic, GUID Partition Table (GPT), or dynamic disks. All
target configured disks must have unique names.
requirements

When to use You must recover by mounting the iSCSI LUN to perform the following tasks:
an iSCSILUN ® Recover access control information on files and folders.

® Recover New Technology File System (NTFS) encrypted files.
® Recover Resilient File System (ReFS) files.

® Recover files on dynamic disks. If the dynamic volumes are still in use on the original
VM, you must mount the recovery object on a different machine.

Note: Forthe recovery, iSCSI disks are writable and a 1 GB write limit is enforced. Errors
display on the recovery target machine if more than 1 GB is required. In this case,
you cannot recover by using iSCSI. Recover files by downloading to a.zip file or by
mounting the CIFS share, or perform a VM recovery.
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Windows file-level recovery

Use the following procedures to recover files from a backup or imported backup copy of a Windows VM.
Before you start, be sure all requirements in "Windows prerequisites and considerations" on page 39 have been
met.

®* "Step 1: Create the recovery object"
® "Step 2: Recover files" on page 43

® "Step 3: Remove the recovery object from the appliance" on page 51

Step 1: Create the recovery object

Note: If a previously-created recovery object is still mounted for the VM, you must remove it before creating
anew one.

1 Loginto the backup appliance.

2 Select Recover and click the Backup Catalog tab.

(Optional) Use Filter Backups to the right to customize the backups that display. (For details, see "Working
with Custom Filters in the Backup Catalog" on page 71.)

3 Expand the VM asset and select the backup or imported backup copy from which you want to recover files.

(To import a backup copy, see To import a cold backup copy or To import a hot backup copy in the
Administrator Guide for Recovery Series and Unitrends Backup.)

4  Click Recover Files.
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UNITRENDS

(Optional)

oo DASHBOARD Backup Catalog 9 File Level Recovery Instant Recovery Replicas Modify settings and dlick Filter
oo Or
Q searchFiles P Recover | [ Re(we(Fles| e 4 Hold i Delete Select afilter from the list
B rrotect
a E APPLIANCE HOST APPLICATION MODE
» [ | Centoss_rpm_4_250 Dominique-313 BERGTES TR com VMware Asset Name
K RECOVER o » [0 = Centoss-pm Dominique-313 CentOSé-rpm Agent-Based P — Dominique-313 .
» O CentOS6_rpm Dominique-313 BURREET com VMware
Host Al 4
g JOBS » [0 > docubuntu Dominique-313 nutanixal AHYV
Application All ~
¥ [0 > docW2012R2 Dominique-313 nutanixol AHV
A Raﬂs B A 02/06/2018 0414:08 pm wa Dominique-313 nutanix01 AHY Full Lz Al v
O B A 02/06/201812:0055 am Dominique-313 nutanix01 AHV Full From 02/03/2018 [ﬂ
Expand asset S
and select » [ doc-Windows-7_6_DB Dominique-313 Bl com VMware To 02/09/2018 [ﬂ
backup = A .
> = doc-Windows-8 Dominique-313 doc-Windows-8 Agent-Based
OoE = [ Held @
e » O @ cocwinvista 214 DB Dominique-313 BURE=Zs com VMware
» O @ DocNodel Dominigue-313 Bl om VMware O S
& Dochodez Dominique-313 B m VMware Type Backup
o “ imported Backup
» [0 = HVSVR2008R2 Dominique-313 HVSVR2008R2 Agent-Based Backup Gopy (Cold)
- Backup Copy (Hot)
» [ UB_4_206 Dominique-313 BYRSISSN i VMware
» O ﬂ Unitrends_doc-Windows-8 Dominique-313 Bymm T DM Viware -
» [0 > w2012R2-pm-2 Dominique-313 nutanix01 AHV MANAGE FILTERS @
» O E W2260 Dominigue-313 W2260 Agent-Based

Select Filter

Backups last7 daa

5 Click Confirm to continue. The appliance creates the recovery object.

Note: If you receive an error on a Unitrends Backup appliance while creating the recovery object,

increase the memory allocation for the Unitrends Backup VM by using the host that manages it.

Confirmation 2]

“ Do you want to create the file recovery object?

6 Click View FLR.

File level recovery job successfully started.

Proceed to "Step 2: Recover files".
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Step 2: Recover files

View the recovery object on the File Level Recovery tab to see which recovery options are supported for the VM
you selected. Use one of the following procedures to recover files.

* "To recover files by browsing and downloading to a .zip file"

* "To recover files by mounting the CIFS share" on page 45

®* '"Torecover files by mounting the iSCSI LUN" on page 47

To recover files by browsing and downloading to a .zip file
1 OntheFile Level Recovery tab, locate the recovery object.

Recovery objects display on the tab with the following details: the name of the VM asset for which the
object was created, the status of the object, the date and time it was created, the length of time it has
existed on the appliance, and whether it can be accessed through iSCSI or CIFS.

2 Select the recovery object and click Browse/Download.

UNITRENDS

EE DASHEOARD Backup Catalog File Level Recovery Instant Recovery Replicas

B§ ShowDetails | & Browse/Downlozd eF{emove

& rroTEcT _
NAME STATUS STARTED DURATION iSCsl CIFS

> doc-W2012R2 Available 02/09/2018 03:29:23pm  00:01:22 Yes Yes

‘ RECOVER

3 Inthe File Browser, select or drag files and/or directories to recover.

Note: Softlinks (also called symbolic links) are excluded from download. If you select a directory that
contains files and softlinks, only the files are downloaded.

4 Click Download.
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FILE BROWSER

Selectafile o restore Add to selected files list

: 2 9 volumet/Documents and Settings/
- il volume/ volume1/PCBPILogs. dinBPNETD_0.log/
i volumed/ volume1/PCBP/Logs. difBPNETD_1.log/

h volume1/PCBPILogs. difBPNETD_2.log/
- il $Recycle.Bin/

- [J§j bootmgr/ <
o - [ BOOTNXT! e
__ B Documents and Seftings/
i et/
- [ pagefile.sysi
- il PCBP/
b [ adorall
E AGENTICO/

I Aoentisgs.dily
I cPHLP!

File Selected:4

5 Click Confirm to download the selected files to a.zip file. The .zip file is downloaded to your browser's
default location.

Confirmation @

“ Do you wish to download the selected files?

Notes:

® Volumes are assigned numbers during recovery that do not necessarily match the numbers from the
original disks.

* Theduration of the download is impacted by various factors, such as the size of the files, bandwidth,
and download speed.

®  Persistent browser and Ul sessions are required to create the .zip file in the browser's default

download location. If you close the browser or Ul session during the recovery, do one of the
following:

- Fordownloads that are 500MB or smaller, you must run a new job.

- Fordownloads that are greater then 500MB, access the recovered files in the source appliance's
/downloads directory by entering <SourceAppliancelP>/downloads in an Internet browser. Do not
download these files until you see the Unitrends-Restore.zip file. While the recovery is in progress,
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you see files in this directory, but the download is not complete until the .zip file has been created.
(Recoveries are automatically removed from the /downloads directory after 72 hours.)

6 When the download completes, the Unitrends-Restore.zip file displays in the browser. Select whether to
open or save thefile.

Opening Unitrends-Restore.zip x

You have chosen to open:
g Unitrends-Restore.zip

which is: Compressed (zipped) Folder (2.1 KB)
from: blob:

What should Firefox do with this file?

(® Openwith | Windows Explorer (default) 0

() SaveFile

[] Do this automatically for files like this from now on.

7  Access the recovered files in the download location and move them to another location on the local
machine.

Note: The Windows file explorer contains a setting to hide protected/system files. Turn off this
setting to access all files.

| = | Compressed Folder Tools  Logs.dir . O e
Access and copy recovered files to another location
Home Share View Extract v o

&« v A « Users » DBARRE~1 » AppData » Local » Temp » Unitrends-Restore-1zip » wolumel » PCBP » Logsdir « @ Search Logs.dir @
[&] Pictures - MName ¥ Type Compressed size Password ... | Size Ratio Date modified
recover-asset [ BPNETD_Olog Text Document 1KB No 1KB 60% 12/2/207 11:27 PM
Satori Admin Guide [E] EPNETD_1.0g Text Document 1KB No 1KB 60% 82:52PM
SLA D BPMNETD_ Zlog Text Document TKE Mo TKB 60% AT12PM

Proceed to "Step 3: Remove the recovery object from the appliance" on page 51.
To recover files by mounting the CIFS share
1 Select Recover and click the File Level Recovery tab.

Recovery objects display with the following details: the name of the VM asset for which the object was
created, the status of the object, the date and time it was created, the length of time it has existed on the
appliance, and whether it can be accessed through iSCSI or CIFS.

2 Select the recovery object and click Show Details.
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UNITRENDS

EE DASHBOARD Bagatalog File Level Recovery Instant Recovery Replicas

B§ Show Detals| & Browse/Download %, Remove
g8 rromcr

‘ RECOVER

NAME STATUS STARTED DURATION iSCsl CIFS

> doc-W2012R2 Available 02/12/201810:26:01am  00:00:24 Yes Yes

3 Notethe CIFS path that displays in the File Level Recovery Details window. You will need this path to mount
the CIFS share on the target machine.

File Level Recovery Details

Name: doc-W2012R2 (AHV VM)
Host/Server: nutanix01

Created: 02/12/201810:26:01 am
Appliance: Dominique-313

(CIFS Path: SIS0 T TNy

iSCSI (Windows). On the machine to which you want to restore files, use the Windows ISCSI
Initiator. The iSCSI target identifier includes the VM name at the end
(e.grign.1995-21.com.unitrends. dpu-flr 8% VMNAME).

For details, seeiRecovenng files using 1SCSI on windows.

iSCSI (Linuwx): Login to server or VM to which you want te copy files and download and run the
script located at 1¢ 4/iscsi_flr.
Messages: MNone

4 Loginto the recovery target workstation.

5 Enterthe CIFS path into a file browser on the recovery target.

< | =l search Tools 177 — O X

Home Share View Search o

€« « (L wisas Bfir77 Enter CIFS path SIS N aty 2

6 Browse the share to locate the files you want to recover.

Notes:

® Volumes are assigned numbers during recovery that do not necessarily match the numbers from the
original disks.
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* The Windows file explorer contains a setting to hide protected/system files. Turn off this setting to
access all files.

L | = | fin77 O X
Home Share View . o
“— “ A L » Netwole » 1920614 » fI77 » v | @ Search fIr177 P
- MName Date medified Type
7 Quick access
volume3 File folder
[ Desktop -
wvolume3 File folder
¥ Downloads ” volume2 1/23/2018 737 AM  File folder
Documents * volumel 1/18/2018 413 PM  File folder
[&] Pictures - volumel 10/11/2017 5:15 AM  File folder
Mavigating_ui
FECOVEN_VM

7 Move selected files to another location on the local machine.

8 Disconnect the network share by right-clicking the share and selecting Disconnect.
9 Proceed to "Step 3: Remove the recovery object from the appliance" on page 51.
To recover files by mounting the iSCSI LUN

1 Loginto the recovery target.

2 Launch theiSCSI Initiator from Administrative Tools in the Control Panel.

a5 | = | Adrinistrative Tools - O *
Home Share View v 0
Uk ? <« All Control Panel ltems *  Administrative Tools v O Search Administrative Tools o
" MName Dater 18 items
5 Quick access )
'+ Component Services 7/16/z
[ Desktop - e P o
A Computer Management 711642
J' Downloads ” 4 Defragment and Optimize Drives 716/z o
Documents * 7= Disk Cleanup 7116/% F
[&=] Pictures -+ 23 Event Viewer 7/16/2 j
Navigating_ui £% iscsl Inﬂﬁm 7/16/2 v
reCOVEr vim % Local Secarity Policy 7/16/2

3 IntheTarget field, enter the appliance IP address and click Quick Connect....

The Discovered targets field populates with a list of iSCSI LUN targets.
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iSCSl Initiator Properties ==

Targets |Disoovery Favorite Targets I olumes and Devices I RADIUS I Conﬁguraﬁon|

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Torget: | 1921605074 | Quck Comnect.._|

Discovered targets

Enter appliance IP

4  Select the iSCSI target from the list.

5 TheiSCSI target is discovered and connected to the local machine. Click Done.

Targets that are available for connection at the IF address or DNS name that you
provided are listed below. If multiple targets are available, you need to connect
to each target individually.

Connections made here will be added to the list of Favorite Targets and an attempt
to restore them will be made every time this computer restarts.

Discovered targets

Mame Status

ign. 1995-11.com.unitrends. dpu:fir. aef1. Connected

Progress report
| Login Succeeded.

Connect m

6 OntheVolumes and Devices tab, click Auto Configure to map drives from the iSCSI target to the local
machine (or map them manually if you prefer).

Note: Volumes are assigned letters during recovery that do not necessarily match the letters from the
original disks.
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| Targets | Discovery | Favorite TR % | Volumes and Devices | RADIUS | Configuration |

If & program or service uses a particular volume or device, add that volume or device to
the list below, or dick Auto Configure to have the iSCSI initiator service automatically
configure all available devices,

This will bind the volume or device so that on system restart it is more readily available

for use by the program or service. This is only effective if the assodated targetis on
the Favorite Targets List.

Volume List:

Volume fmount pointfdevice

W\Wolume{2c08394d-bf0d-49ab-b71a-ec2356 1 1eede})

E:}

F:\ e

G:

H: Volumes are mapped to the local machine

To automatically configure all available devices, dick Auto 9

Configure,

To add a spedific device, dick Add. [ Add...
To remove a device, select the device and then dick | Remove
Remove. -

To immediately remove all devices, dick Clear. [ Clear

More about Volumes and Devices

7  Access the files under the mapped drives and move them to another location on the local machine.

Note: The Windows file explorer contains a setting to hide protected/system files. Turn off this setting
to access all files.
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niENm-|
File Home Share View v @
{(:—:l = P . » Computer » LocalDisk (F:) » PCEP » Catalog.dir » v O Search Catalog.dir 0
] Mame Date modified Type Size
4 Libraries )
L Iner 127472017 7:03 PM File folder
[ @ Documents .
) 1 Mast 12/3/2017 219 PM File folder
[> J}i Music
I [ Pictures
b B Videos

I ¥y Homegroup

4 18 Computer

b & Local Disk (C:)

b B8 DVD Drive (D:) HRM_CENA_XG4FR

I s Systern Reserved (E:)

4y Local Disk (F:)
- {4

b |. PCBP |

|. PerfLogs

Access files under
mapped shares on

the local machine

\. Program Files
\. Program Files (x36)

1. Users

R A

1. Windows
I = New Volume (G:)
I 5 AFAT320NMER (H:)

2 items 4= | =)

8 UsetheiSCSI Initiator to disconnect from the LUN.

Chapter 3: Recovering AHV Backups UNITRENDS

Provide feedback



http://survey.clicktools.com/app/survey/go.jsp?iv=1ey8aq32v14z4&q1=vmware-deployment
http://www.unitrends.com/

AHV Protection Guide 51
Release 10.1.1-3 | April 2018

Targets IDism\rery I Favorite Targets ! Volumes and Devices ! RADIUS ! Conﬁgurah'on|

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | | Quick Connect...

Discovered targets
[
| Refresh

MName Status

ign. 1995-11.com.unitrends. dpu:fir.aef1. Connected

To connect using advanced options, select a target and then —|
dick Connect. E [&

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, induding configuration

| Properties...
L Devices...

The total number of active sessionsis 1.
Disconnect from all sessions by clicking Yes.

Cancel -| Apply

Targets IDisco\rery Favorite Targets ! Volumes and Devices ! RADIUS i Conﬁguraﬁon|

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | | Quick Connect...

Discovered targets

| Refresh

MName

ign. 1995-11. com.unitrends. dpu:fir.aef1.

9 Proceed to "Step 3: Remove the recovery object from the appliance".

Step 3: Remove the recovery object from the appliance
To ensure optimal performance, remove the recovery object from the appliance.

WARNING! If you mounted the CIFS share or iSCSI LUN, be sure to unmount it from the target before you
remove the recovery object. Removing the recovery object while the target is still connected
causes undesired results and errors on the target machine.

To remove a file-level recovery object

1 Select Recover and click the File Level Recovery tab.
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2 Select the recovery object.

3 (lick Remove.

EE DASHBOARD Backup Catalog File Level Recovery Instant Recovery Replicas

B ShowDetails & Browse/Download |y Renme| 0

B8 rpoct :
MNAME STATUS STARTED DURATION iSCSI CIFS

3T doc-W2012R2  Available 02/09/2018 03:2923pm 021918 Yes Yes
‘ RECOVER

4 Click Confirm to continue. The object is removed and no longer displays on the File Level Recovery tab.

Confirm FLR Deletion

Are yoU sUre you want to delete this FLR Object?

Backup Catalog File Level Recovery Instant Recovery Replicas
B ShowDetails & Browse/Download W, Remove

NAME STATUS STARTED DURATION iSCsl CIFS

The FLR object is removed

Recovering files from a host-level backup of a Linux
AHV VM

Use the procedures in this section to recover Linux files.

Linux prerequisites and considerations

The following requirements and considerations apply to recovering files from a host-level backup or host-
level backup copy of a Linux AHV VM:
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Prerequisite

or
consideration

Supported
recovery
methods

Description

To recover files from a host-level backup or copy, the appliance creates a recovery
object that contains the backup's files. For some Linux VMs, this object is also exposed
as a CIFS (Samba) share and/or an iSCSI LUN on the backup appliance. After you create
the recovery object, you will view it on the File Level Recovery tab to see whether the
CIFS and iSCSI options are available.

You can recover files from this object in several ways. Options include:

®* Browse the recovery object and download selected files to a.zip file. This is the
simplest method.

®* Mount the CIFS share on a recovery target machine. From the target machine,
select files to recover.

®* Mount theiSCSI LUN on a recovery target machine. From the target machine,
select files to recover.

Configuration
of the
protected
Linux VM

These requirements apply to the original Linux VM whose backup or backup copy will
be used for the recovery:

* Software RAID (mdraid) configurations are not supported. If the VM is configured
with software raid, you cannot recover files. Recover the entire VM instead, as
described in "Recovering an AHV VM" on page 35.

®  For NTFS, FAT32, ext2, ext3, ext4, or xfs Linux file systems, you can recover by
downloading to a.zip file or by mounting the CIFS share.

®  For other file systems, including Linux mounted volumes, you must mount the
iSCSI LUN to access and recover files. For iSCSI requirements, see "Requirements
for recovery by mounting the iSCSI LUN".

Requirements
for recovery by
mounting the
iSCSI LUN

To recover by mounting the iSCSI LUN, the following prerequisites and considerations
apply:

® Theiscsi-initiator-utils package must be installed on the recovery target.

® Fortherecovery, iSCSI disks are writable and a 1 GB write limit is enforced. Errors

display on the recovery target machine if more than 1 GB is required. In this case,
you must recover the entire VM instead.

UNITRENDS
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Linux file-level recovery

Use the following procedures to recover files from a backup, imported backup copy, or hot backup copy of
a Linux VM. Before you start, be sure all requirements in "Linux prerequisites and considerations" on page
52 have been met.

® "Step 1: Create the recovery object"
® "Step 2: Recover files" on page 56

® "Step 3: Remove the recovery object from the appliance" on page 62

Step 1: Create the recovery object

Note: If a previously-created recovery object is still mounted for the VM, you must remove it before
creating a new one.

1 Loginto the backup appliance.

2 Select Recover and click the Backup Catalog tab.

(Optional) Use Filter Backups to the right to customize the backups that display. (For details, see
"Working with Custom Filters in the Backup Catalog" on page 71.)

3 Expand the VM asset and select the backup or imported backup copy from which you want to recover
files.

(To import a backup copy, see To import a cold backup copy or To import a hot backup copy in the
Administrator Guide for Recovery Series and Unitrends Backup.)

4 C(Click Recover Files.
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UNITRENDS
(Optional)

oo Backup Catalog 9 File Level Recovery Instant Recovery Replicas e Modify settings and click Filter

OO DASHBOARD or

Q Searchfiles g Recover | [ Re(wecFles‘ e 4 Hold i Delete Select a filter from the list
B rromect -
o' @ APPLIANCE HOST APPLICATION MODE
» [ @@ centos5_rpm_2_250 Dominique-313 B om VMware e
M recover o » [ B Cent0St-pm Dominique-313 Centose-rpm Agent-Based i Dominque3tz |0
» [ @ centoss_pm Dominique-313 BUTT T om VMware
Host Al v
g JOBS ¥ [ >< docubuntu Dominique-313 nutanixo1 ARV
Application Al -

B % 02/06/2018 041356 pm (Wamin Dominique-313 nutanixol AHV Full

8

OB %o 2018 12-00:43 3 ATinG Dominique-313 nutanix01 AHV Incremental Mode Al s
Expand asset -
and select » [0 = doc-Windows-8 Dominique-313 doc-Windows-8 Agent-Based From 02/03/2018 Iﬂ
backup » [ B doc-Winvista_214_DB Dominique-313 Bl m Vhware To 02/09/2018 Iﬂ
> DocModel Dominique-313 B om VMware
"_ O e )
e » O [ DocNode2 Dominique-313 BU n VMware
Successes
» O E HVSVR2008R2 Dominique-313 HVSVR2008R2 Agent-Based O
\: S Type Backup
UB_4_206 Dominique-313 Bl m VMware
O @ s i ! \mported Backup
~ ., g . e Backup Copy (Cold)
Unitrends_doc-Windows-8 Dominique-313 Bl m VMware
» 0 m - i Backup Copy (Hot)
» [ D2 W2012R2-pm-2 Dominique-313 nutanixol AHV
» O E wazeo Dominique-313 W2260 Agent-Based

MANAGE FILTERS @

Select Filter Backups last7 da_a
5 Click Confirm to continue. The appliance creates the recovery object.

Note: If you receive an error on a Unitrends Backup appliance while creating the recovery object,
increase the memory allocation for the Unitrends Backup VM by using the host that
manages it.

Confirmation (7]

J Do you want to create the file recovery object?

6 Click View FLR.

File level recovery jobr successfully started.

Proceed to "Step 2: Recover files".
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Step 2: Recover files

Use one of the following procedures to recover files.

®* "To recover files by browsing and downloading to a .zip file"

®* '"Torecover files by mounting the CIFS share" on page 58

* '"Torecover files to a Linux machine by mounting the iSCSI LUN" on page 60
To recover files by browsing and downloading to a .zip file

1 OntheFile Level Recovery tab, locate the recovery object.

Recovery objects display on the tab with the following details: the name of the VM asset for which the
object was created, the status of the object, the date and time it was created, the length of time it has
existed on the appliance, and whether it can be accessed through iSCSI or CIFS.

2 Select the recovery object and click Browse/Download.

UNITRENDS

EE DASHBOARD Backup Catalog File Level Recovery Instant Recovery Replicas

By ShowDetails | Browse/Download eﬂemove

B rromct
NAME STATUS STARTED DURATION iSCSI CIF5

>Z doc-ubuntu Available 02/12/2018 01:59:32 pm 00:00:08 Yes Yes

MR recover [0 3¢ docW2012R2 Availaole 02/12/2018 10:26:01 am 033339 Yes Yes

3 Inthe File Browser, select or drag files and/or directories to recover.

Note: Softlinks (also called symbolic links) are excluded from download. If you select a directory
that contains files and softlinks, only the files are downloaded.

4 Click Download.
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FILE BROWSER

Select afile to restore. -
Add to selected files list
: 9 volumed/hi2 b/
- il volumed/

volumedfile1/
volumedifile2/

i volumet/ B
... g volumed/
H file1/ =
o ...... E file2s e
...... H hiZ2 b/
...... E hi3.tet/
------ I hivol2.tt/

i |ost+found/

b I vmiinuz-4 4 0-21-generic/

File Selected:3

5 Click Confirm to download the selected files to a.zip file. The .zip file is downloaded to your browser's
default location.

Confirmation (2]

“ Do you wish to download the selected files?

Cancel

Notes:

* Volumes are assigned numbers during recovery that do not necessarily match the numbers
from the original disks.

* Theduration of the download is impacted by various factors, such as the size of the files,
bandwidth, and download speed.

* Persistent browser and Ul sessions are required to create the .zip file in the browser's default
download location. If you close the browser or Ul session during the recovery, do one of the
following:

- Fordownloads that are 500MB or smaller, you must run a new job.

- For downloads that are greater then 500MB, access the recovered files in the source
appliance's /downloads directory by entering <SourceAppliancelP>/downloads in an Internet
browser. Do not download these files until you see the Unitrends-Restore.zip file. While the
recovery is in progress, you see files in this directory, but the download is not complete until
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the.zip file has been created. (Recoveries are automatically removed from the /downloads
directory after 72 hours.)

6 When the download completes, the Unitrends-Restore.zip file displays in the browser. Select whether to
open or save thefile.

Opening Unitrends-Restore.zip | P |

You have chosen to open:
(@ Unitrends- Restore.zip

which is: zip Archive (24.0 ME)
from: blob:

What should Firefox do with this file?

) Openwith |7-Zip File Manager (default) j

@ Save File

[] Do this automatically for files like this from now on.

QK Cancel

7 Access the recovered files in the download location and move them to another location on the
local machine.

"

4

Note: The Windows file explorer contains a setting to hide protected/system files. Turn off this
setting to access all files.

Compressed Folder Tools volumed - ] X
Home Share View Extract 0
« " « AppData + lacal » Temp > Unitrends-Restore-2zip > volumed  + 2  Searchvolumed P
N s
MName Type Compressed size 3 items
¥ Quick access
I Desic . [ file1 File 75 KB
esktoy
P [ file2 File 75KB
; Downlozds * D hi2.tet Text Document TKB
Documents *
[&] Pictures -

Access and copy recovered files to another location
Navigating_ui

Proceed to "Step 3: Remove the recovery object from the appliance" on page 62.
To recover files by mounting the CIFS share

1 Select Recover and click the File Level Recovery tab.

Recovery objects display with the following details: the name of the VM asset for which the object was
created, the status of the object, the date and time it was created, the length of time it has existed on
the appliance, and whether it can be accessed through iSCSI or CIFS.

2 Select the recovery object and click Show Details.
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UNITRENDS

EE DASHEOARD Backup Catalog File Level Recovery 9 Instant Recovery Replicas
B§ Show Details ‘ oBrowse;'Downlcad ¥, Remove
E PROTECT 3 NAME STATUS STARTED DURATION iscsi CIFS
»Z doc-ubuntu Available 02/12/2018 01:59:32 pm 00:00:08 Yes Yes
‘ RECOVER O 3 doc-w202R2 Available 02/12/2018 10:26:01 am 03:33:39 Yes Yes

3 Notethe CIFS path that displays in the File Level Recovery Details window. You will need this path to
mount the CIFS share on the target machine.

File Level Recovery Details

Name: dac-ubuntu [AHV VM)

Host/Server: nutanix01

Created: 02/12/2018 01:59:32 pm
Appliance: Dominique-313
CIFS Path: WISEREL B Aaviinn

iSCSI (Windows): On the machine to which you want to restore files, use the Windows ISCSI
Initiator. The iSCSI target identifier includes the WM name at the end
(e.grign.1995-21.com.unitrends.dpu-flr 89 VMMNAME).

For details, see:Recovenng files using i5C5] on windows;

iSCSI (Linux): Login to senver or VM to which you want to copy files and download and run the
script located at 19_ 000 0 W iscsi_flr.
Messages: Mone

4 Loginto therecovery target workstation.

5 Enterthe CIFS path into a file browser on the recovery target.

= | volumed Compressed Fo... - a x

Home Share Wiew Extract 9

< R NI Y ey 16" CIFS path g

6 Browse the share to locate the files you want to recover.

Note: Volumes are assigned numbers during recovery that do not necessarily match the numbers
from the original disks.
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| = | fin7 — O X
Home Share View 0

« ~ 4 L0 » Network » 192.168.20.214 » 171 » v O Search flr171 =
[ Desktop + " Mame . Date modified Type volumed
¥ Dewnloads * volumed File folder File folder
@ Documents + volumel File folder
&=/ Pictures - volumed File folder
Mavigating_ui
recover_vm Expand directories to access recovered files

7 Move selected files to another location on the local machine.

8 Disconnect the network share by right-clicking the share and selecting Disconnect.
9 Proceed to "Step 3: Remove the recovery object from the appliance" on page 51.
To recover files to a Linux machine by mounting the iSCSI LUN

Use these steps to mount the iSCSI LUN to the target machine and copy the files.

1 Intheappliance Ul, select Recover and click the File Level Recovery tab.

Recovery objects display with the following details: the name of the VM asset for which the object was
created, the status of the object, the date and time it was created, the length of time it has existed on
the appliance, and whether it can be accessed through iSCSI or CIFS.

2 Select the recovery object and click Show Details.

UNITRENDS
EE DASHEOARD Backup Catalog File Level Recovery 9 Instant Recovery Replicas
B§ Show Details ‘ OBrowse;'Downlcad ¥, Remove
E PROTECT 3 NAME STATUS STARTED DURATION iscsi CIFS
»Z doc-ubuntu Available 02/12/2018 01:59:32 pm 00:00:08 Yes Yes
‘ RECOVER O 3 doc-w202R2 Available 02/12/2018 10:26:01 am 03:33:39 Yes Yes

3 Notethe full path of the iSCSI mount point directory that displays in the File Level Recovery Details
window. You will need this path to mount the iSCSI object on the target machine. The mount point is
normally: /iscsi_flr.
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File Level Recovery Details

Name: dac-ubuntu [AHV VM)
Host/Server: nutanix01

Created: 02/12/2018 01:59:32 pm
Appliance: Dominique-313

CIFS Path: WWISTN Y A\

i5CSI (Windows): On the machine to which you want to restore files, use the Windows ISCSI
Initiator. The iSCSI target identifier includes the WM name at the end
(e.grign.1995-21.com.unitrends.dpu-flr 89 VMMNAME).

For details, see:Recovenng files using i5C5] on windows;

iSCSI (Linux): Login to senver or VM to which you want to copy files and download and run the
script located at 19_ 000 2

Messages: None Notg tht_e ISCSI| mount p-oint,
which is normally fiscsi_fir

4 Logintotherecovery target.

5 Enterthe following command to change to the /tmp directory:
____________________________________________________________________________ 4
|
| # cd /tmp
!

6 Run the following command to copy the iscsi fir script from the backup appliance:
L 4
: # wget http://<appliance IP>/iscsi_flr :
L o |

7  After the script downloads, add the execute permission:
____________________________________________________________________________ 4
|
| # chmod +x iscsi_flr i
!

8 Run the following command to mount the recovery object:
____________________________________________________________________________ .
|
: # ./iscsi_flr mount :
!

9 Enterthe appliance IP address:
____________________________________________________________________________ 4
|
: # Enter address of the Unitrends backup system: <appliance IP> :
!

10 Enter the full path of the mount point directory. The full path is likely: /iscsi_flr. This procedure uses
/iscsi_flr as an example. Be sure to enter the actual mount point that was displayed in the appliance Ul.
5 4
: # Enter mount point directory (full path): /iscsi_ flr i
S S a
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11 Discovered iSCSI targets display. Choose the target that contains the appliance IP by entering its
number. In this example, session 1 is the appliance target:

Example where one
target is discovered.
Enter 1to
choose this target

13 Move selected files to another location on the local machine.

14 Run the following command from the /tmp directory to disconnect from the LUN:

15 Proceed to "Step 3: Remove the recovery object from the appliance".

Step 3: Remove the recovery object from the appliance

To ensure optimal performance, remove the recovery object from the appliance.

WARNING! If you recovered by mounting a LUN, be sure to unmount the LUN from the target before
you remove the recovery object. Removing the recovery object while the target is still
connected causes undesired results and errors on the target machine.

To remove a file-level recovery object

1 Select Recover and click the File Level Recovery tab.

2 Select the object to remove from the appliance.

3 Click Remove.

oo DASHEOARD Backup Catalog File Level Recovery 9 Instant Recovery Replicas
oo
B§ ShowDetails & Browse/Download | ¥ Remave 0
E PROTECT )
NAME STATUS STARTED DURATION i5CSI CIFS
> doc-ubuntu Available 02/12/2018 01:59:32pm  00:00:08 Yes Yes
]
‘ RECOVER [0 »C doc-wW2012R2 Available 02/12/201810:26:01am  03:33:39 Yes Yes
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4 (lick Confirm to continue. The object is removed and no longer displays on the File Level Recovery tab.

Confirm FLR Deletion

ATe you sure you want to delete this FLR Object?

Backup Catalog File Level Recovery Instant Recovery Replicas
Bl ShowDetails & Browse/Download ¥, Remove

NAME STATUS STARTED DURATION iSC351 CIFs

[0 > doc-W2012R2 Available 02/12/2018 10:26:01 am 033339 Yes Yes

The FLR ojbect is removed
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Chapter 4: Managing AHV Hosts and Virtual
Machines

Once you have added the AHV host, you can modify AHV host and VM settings, and remove the AHV host if
you no longer want to protect its hosted VMs with this Unitrends appliance. See these procedures for details:

®* "To edit a virtual host asset"

®* '"Toupgrade avirtual host" on page 66

®* "Removing a virtual host asset" on page 67
®* "To edit a virtual machine asset" on page 68
To edit a virtual host asset

Note: Because each asset can have only one retention policy, you cannot edit an asset's retention settings if
the asset has been added to an SLA policy. For more on SLA policies, see Backup Administration and
Procedures in the Administrator Guide for Recovery Series and Unitrends Backup.

1 Select Configure > Protected Assets.

2 Select the AHV host asset.

3 Click Edit.
EE DASHEOARD Appliances Protected Assets 9 Copied Assets
88 ViewTable DisplayAll v @) Add v [# Manage Credentials & Manage Global VM Settings @ Update Agent v | [#] Edit eﬁemo\fe
B rromEcT
NAME ADDRESS DESCRIPTION CREDENTIALS RETENTION ENCRYPTED AGENT VERSIOM APPLIANCE
[0 » B HVSVR2008R2 0. m_Jemms ‘Windows 2008 R2  None None No 920-0 Dominigue-313
RECOVER
‘ [] » & localhostlocaldomain 10aiiiaii 2P VMware Host (Unnamed) Dominigue-313
» 88 nutanix-01 19298070 AHV Host nutanix-01-New-Credential ~ None No 5.1.01 Dominigue-313
E JoBS 0O B w2260 Windows 10 None Norie No 10.0.0-3 Dominique-313
a1 rerorTs
L3 conFiGuRE o

4  Modify settings and click Save.
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Edit Virtual Host (%]

Edit settings for nutanix-01.

- DETAILS
/ Hypervisor Mutanix-AHY (7]
Appliance Dominique-313
Host name nutanix-01 (7]
IP Address 1€ 0 (2]
- CREDENTIALS
Username root (7]
Edit settings Password ssscsssnse (2]
as needed.
- QUIESCE

Quiesce Settings @ Keep Existing Quiesce Settings (2]
(O Overwrite this hypervisor's VMs to Crash Consistent (2]

(O Overwrite this hypervisor's VMs to Application Consistent 0

- [wIVM BACKUP RETENTION

Retention settings are applied to all VMs associated with this virtual host. Existing retention settings
will be overwritten.

\ Retention Policy None @ % Manage Retention

For details on these settings, see the following topics in the Administrator Guide for Recovery Series and
Unitrends Backup:

®* Managing asset credentials

®* Managing retention settings

® Quiesce settings for host-level backups

®* To manage global quiesce settings

®* To apply a quiesce setting to one host's VMs

To upgrade a virtual host

Unitrends recommends upgrading virtual hosts to the latest supported version. Refer to the Nutanix
documentation for instructions on upgrading. Note the following when upgrading:
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® Your Unitrends appliance continues to protect the host with existing schedules as long as the IP address
remains unchanged.

* Ifyou change the IP address during the upgrade, update this setting in the appliance Ul as described in "To
edit a virtual host asset" on page 65. Existing schedules can then continue to protect the host's VMs.

* |fVMs are added or removed on the host during the upgrade, refresh the VMs on the appliance to reflect
the changes by selecting the Options icon in the top-right and clicking Inventory Sync.

UNITRENDS

JHINVENTORY SYNC
EE DASHBOARD BACKUP SUMMARY (LAST :11/13,/2017 08:00:01 PM, SYNC FAIL...
B CHECKFOR UPDATES
O @ sETLANGUAGE EN)
ﬂ PROTECT Errors Not Protected

Removing a virtual host asset

CAUTION! When avirtual host is removed, all backups of its VMs are also deleted. Please use caution when
removing a virtual host asset.

Use this procedure to remove a Nutanix AHV cluster from the Unitrends appliance. When you remove a virtual
host, all backups of its VMs are also deleted.

To remove a virtual host asset

1 Select Configure > Protected Assets.
2 Select the AHV virtual host.

3 Click Remove.
4

Check the I understand... box and click Remove Asset and Delete Backups.

EE DASHEOARD Appliances Protected Assets e Copied Assets
88 ViewTable [ DisplayAll ¥ @) Add ¥ [# Manage Credentials ¥ Manage Global VM Settings @ UpdateAgent v | [#] Edit | () Remove e
B rromcT
NAME ADDRESS DESCRIPTION CREDENTIALS RETENTION ENCRYPTED AGENT VERSION APPLIANCE
» 88 nutanix01 AHV Host nutanix01 Dominique-313
‘ RECOVER [] ® docWindows-8 1, Confirm Asset Removal
-}
[ & doc-Windows-8-2 1 4 Are you sure want to delete asset nutanix01?
E JoBS O » B HvsvR2008R2 (N

When an assetis removed, all of its backups are deleted (backup copies are not deleted).

.ll REPORTS I understand that removing this asset will also delete all of its backups
5 @ Remove Asset And Delete Backups

u CONFIGURE o

5 The hostis removed. Click OK to close the Information message.
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Note: If you are no longer protecting hosted VMs with this Unitrends appliance, contact Support
for assistance removing any unneeded snapshots.

Information

o nutanix01 remaoved successfully.

To edit a virtual machine asset

Note: Because each asset can have only one retention policy, you cannot edit an asset's retention settings if
the asset has been added to an SLA policy. For more on SLA policies, see Backup Administration and
Procedures in the Administrator Guide for Recovery Series and Unitrends Backup.

1 Select Configure > Protected Assets.
2 Click to expand the VM's virtual host to display its VMs.

3 Select the VM and click Edit.

UNITRENDS

EE DASHEOARD Appliances Protected Assets e Copied Assets
88 ViewTable () DisplayAl v @) Add v [# Manage Credentials  ‘§§ Manage Global VM Settings O UpdateAgent v |[# Ee‘rt‘eRemove
ﬂ PROTECT
NAME = ADDRESS DESCRIPTION CREDENTIALS RETENTION ENCRYPTED AGENT VERSION APPLIANCE
[ 8 wazel I Trilies! Windows 10 None None No 10003 Dominique-313
‘ RECOVER .
O § nutanix-01 1% 0 AHV Host nutanix-01-New-Credential None No 5101 Dominigue-313
[0 > DSTest AHVVM N/A None No None Dominigue-313
E O >{ QA -Mark - Application Consistent Test - 2 AHVVM NfA None No None Dominique-313
[0 *X .QAVerySmallTestVM:) AHVVM N/A None Mo None Dominigue-313
.ll REPORTS [0 > DocUB AHVVM /A None No None Dominigue-313
O > doc-ubuntu AHVVM N/A None No None Dominigue-313
.u. CONFIGURE o X doc-W2012R2 AHVVM N/A None No Nane Dominique-313
O >0 doc-W2012R2_restore AHVVM N/A None No None Dominique-313

4 Modify settings and click Save.

For details on these settings, see the following topics in the Administrator Guide for Recovery Series and
Unitrends Backup:

®*  Encrypting backups

®* Managing asset credentials

®* Managing retention settings

® Quiesce settings for host-level backups
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Edit Assets

Edit settings of AHV:VM - doc-W2012R2

DETAILS
Appliance Dominique-313
Virtual Host nutanix-01

[] Encrypt Backups

[JCREDENTIALS

Credentials None

QUIESCE

Cuiesce Settings (O Crash Consistent (7]

@ Application Consistent (2]

[/IRETENTION

Retention Policy None

UNITRENDS

© . Manage Credentials

Edit settings
as needed.

@ #; manage Retention

2
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Chapter 5: Working with Custom Filters in the
Backup Catalog

The Backup Catalog lists the appliance's backups and backup copies, and contains buttons used for recovery
and other management tasks. Release 10.1.1-3 introduces a new custom filters feature you can use to quickly
change the backups and/or copies that display on this tab.

Upon accessing the Backup Catalog tab, the default filter displays associated backups and/or backup copies.

UNITRENDS

(Optional)

EE DASHBOARD Backup Catalog gFiLe Level Recovery Instant Recovery Replicas MOdify setﬁngs and click Filter
Or
Q SearchFiles W Recover [ RecoverFiles %) InstantRecovery 4 Hold T Delete Select a filter from the list
ﬂ PROTECT =y Name of the protected asset APPLIANCE HOST APPLICATION MODE m
~
» O @ 100MB_CBTOG Akshithal00 VCSA-127-N VMware Asget Name
RECOVER o
‘ » O AppAware_Win2008R2- Akshithal00 NS VMware T Al -
» [ Farm Akshithaloo SP2013 " SharePoint 2013
E Joss Application Host Al v
> 2 guestdb Akshithal00 Oracle SQL Server 2014
u 8 g TENES Application Al v
» O E HVSVR2008R2 Akshithal00 HVSVR2008R2 Agent-Based
Mode Al ~
.ll REPORTS » [0 @ Mailbox Database FEBERCI_ Akshithal00 Exchange 2010 Exchange 2010
Hover over
From 07/02/2017
» O model a backup to Akshithal00 EDC_Node3C2 SQL Server 2014 ﬂ
O

£} conricure ¥ Mopeds view details [RIRISI EDC,Nm\ SQL Server 2014 To T0/27/2017 =]
sQL
IS 09/27/2017 0302004 EDC_NodeO—— [N 501 Server 2014 Differential O = @

ID: 13053

O IS 09/23/2070302923m | g0 5 Akshitha100 EDC_Noded SQL Server 2014 Differential

Storage: Internal Successes

Expand asset O IS 09/22/201703:03:30am EDC_Noded SQL Server 2014 Differential
. - ) 7 Backu
to view and O I 09/21/20170302:10 am Akshithal00 EDC_Noded SQL Server 2014 Diffecential bzs Imwﬂ';d Emis
select backup = . Backup Copy (Cold)
O IS 09/20/201703:02:41 am Alkshithal0n EDC_Node SQL Server 2014 Full Backup Backup Copy (Hot)
» [0 [ small_Meaningless WM Akshithalon UxTeam Hyper-V 2008 R2 mode

Stars Akshithal00 EDC_Node3C2 SQL Server 2014
- Agent-
» O = ui-pc21014 Akshithal00 ui-pc21014 based Agent-Based MANAGE FILTERS e
» [ [0 wzkesqL2ks Akshithal00 UXTeam asset Hyper-V 2008 R2
= 0 SelectFilter -

Today

v
O

To change the backups and copies that display, you can modify settings manually or apply a custom filter. See
these topics for details:

* "To modify the display manually"

®* "Toadd afilter" on page 72

* '"Toapply afilter" on page 74

®* '"To assign a default filter" on page 75
* "To edit afilter" on page 76

®* "To delete afilter" on page 77

To modify the display manually

1 Modify the values in the Filter Backups fields.
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2 Click Filter to apply the new settings.

Backup Catalog File Level Recovery

Q. SearchFiles

o

» [0 = CentOS6-pm
» [0 = doc-Windows-8
» O m DocModel

» O = w2260

APPLIANCE

Dominique-313
Dominigue-313
Dominique-313

Dominigue-313

Instant Recovery Replicas

HOST

CentOSé-rpm
doc-Windows-8

E om

W2260

0 Filter settings are applied to the display

To add a filter

Modify filter settings

1 Inthe Manage Filters area, click Add.

MANAGE FILTERS @

Select Filter Today

Click Add

2 Enterthe following:

°* Aunique name.

Add

APPLICATION
Agent-Based
Agent-Based
VMware

Agent-Based

MODE

® (Optional) Check Set as default to automatically load this filter.

3 Click Save.

AHV Protection Guide
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% Hide Filter

FILTER BACKUPS

Asset Name

Appliance Dominique-313 ~
Host All ~
Application All ~
Mode Full hd
From 10/01/2017 ﬂ
To 02/06/2018 ﬂ
O Held (]

Successes

Type Backup
Imported Backup

Backup Copy (Cold)
Backup Copy (Hot)

MANAGE FILTERS @

Select Filter Today ~

UNITRENDS
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Add Filter 1 4 Enter name
Filter Mame Cold copy 7 days
[ setas default (Optional) Check box
FILTER INFORMATION toload by default
Appliance Load Local Only
Days Range 1
Types backup,imported

0 3

73

4 Thenew filter is selected in the Select Filter list. Modify settings in the filter fields as needed, then click

Save.

FILTER BACKUPS

Asset Name

Appliance Dominique-313 ~
Host All v
Application All hd
Mode All v
From 01/31/2018 [ﬂ
To 02/06/2018 [ﬂ
[ Held (]

Successes

Type Backup

Imported Backup

Backup Copy (Cold)

Backup Copy (Hot)

m New filter is selected
in the list

MANAGE FILTERS @
Select Filter Cold copy 7 days

v

5 Review settings and click Save to exit.
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Edit Filter (]

Filter Mame Cold copy 7 days

[ setasdefault

FILTER INFORMATION o

Appliance Load Local Only Review
settings

Days Range 7

Types cold copy

MANAGE FILTERS @
Select Filter Today

Backups last 7 days

Filter is added

Cold copy 7 days

To apply a filter

Apply a custom filter by selecting it in the Select Filter list.
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Backup Catalog File Level Recovery Instant Recovery Replicas
Q, SearchFiles 7 Hide Filter

= APPLIANCE HOST APPLICATION MODE FILTER BACKUPS

» [ DI doc-ubuntu Dominique-313 nutanix01 AHV Asset Name

» [ >C docW2012R2 Dominigue-313 nutanix01 AHV .
Appliance Dominigue-313 ~

Filter settings are applied to the display

Hast All ~
Application All ~
Mode All e
From 01/31/2018 ﬂ
To 02/06/2018 ﬂ
[ Held Q

Successes

Type Backup
Imported Backup

Backup Copy (Cold)
Backup Copy (Hot)

MANAGE FILTERS @

Select Filter Coldcopy 7 days |~ | | BSlEEEERIICE

To assign a default filter

Upon accessing the Backup Catalog tab, the default filter is automatically applied, and backups and/or backup
copies that meet the filter criteria display. The appliance's default filter displays today's backups and imported
backup copies. To assign a different default filter, do one of the following:

* Add anew custom filter. In the Add Filter dialog, check the Set as default box. For details, see "To add a
filter" on page 72.

* Make an existing filter the new default by using these steps:

Note: If you have already assigned a default filter and want to change your selection, simply check the Set
as default box while creating a new filter or modifying an existing filter. This clears the Set as
default checkbox of the previous default filter.

1 Select the filter and click Save.
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§% Hide Filter

FILTER BACKUPS

Asset Name

Appliance Dominique-313 ~
Host All b
Application All bl
Mode All &
From 01/21/2018 ﬂ
To 02/06/2018 [ﬂ
1 Held Q

Successes

Type Backup
Imported Backup

Backup Copy (Cold)

Backup Copy (Hot)

MANAGE FILTERS @ 1

Select Filter Backups last 7 days

Select the filter
from the list

2 Check the Set as default box, then click Save.

Edit Filter (%]

Filter Name 1 Backups last 7 days
Set as default

FILTER INFORMATION

Appliance Load Local Only
Days Range 7
Types backup,imported

To edit a filter
1 Select thefilter.

2 Modify settings in the filter fields as needed, then click Save.
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FILTER BACKUPS

Asset Name

Appliance Dominique-313 ~
Host All 4
Application All o
Mode All ~
From 01/24/2018 ‘ﬂ
To 02/06/2018 ‘ﬂ

Modify
D - 0

Successes

Type Backup
Imported Backup

Backup Copy (Cold)
Backup Copy (Hot)

m Select the filter
MANAGE FILTERS @

Select Filter Backups last 7 days

:

3 Review settings, modify name (optional), check the Set as default box (optional), then click Save.

Edit Filter

(Optional) Edit
Filter Name Backups last 14 days name

O Se”“’efa““\e (Optional) Check box to load by default
FILTER INFORMATION

Appliance Load Local Only \
Days Range 14
Types backup,imported /

To delete a filter

1 Select the filter, then click Delete.

MANAGE FILTERS @ ect the filter

Select Filter Cold copy 7 days e
=

2 Click Delete Filter to confirm.
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Confirm Filter Removal

Are you sure want to delete the catalog filter Cold copy 7 days?

MANAGE FILTERS @ Filter is removed from the list
Select Filter Today

Backups fast 7 days '
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