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Overview

The Webroot Kaseya Module is designed to increase operational efficiency by tightly integrating Webroot SecureAnywhere Business
Endpoint Protection (WSAB) as a module into the Kaseya VSA, while complementing the advantages available within the Webroot Global
Site Manager console (GSM).

The Kaseya Module offers powerful features including deployment management, dashboards, auto-discovery, WSAB agent commands,
actionable alerts, and threat history. This module is the first of a series of planned releases designed to optimize operational costs of
WSAB security management via the Kaseya VSA platform. Further releases will add increased automation, efficiency features, and
reporting.

The Module is designed to be extremely easy to install, requiring only a few clicks. It's intuitive to use, with helpful hints throughout;
however, we recommend you read through this guide before deployment. This module is in complete compliance to all third party
integration definitions for Kaseya on-prem VSA version 9.2 and up. At the time of publication, the module was tested up to VSA version
9.4.

Prerequisites

You will need the following to install the module:
e This guide.

e One of the following:

e AWebroot GSM Super Admin account

e Atleast one Webroot SecureAnywhere site key.

e (GSM Account Settings for APl Access. How to obtain the needed account settings for APl access is described later in this
document. For more information, see Controlling Access to Webroot Settings on page 9.

EBROOT"

SecureAnywhere.
Dashboard Sites Admins Global Settings Reports Support
I Settings I Account Information I APl Access _
| © New |
Client Credentials
Name Description Client 1D

Note: If you are a first-time Webroot user, please complete your GSM account setup before going any further. For more information,
see Creating a Webroot Account.
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e For MSPs, we recommend setting up your customers as different sites within Webroot GSM; one key per customer.
e Kaseya on-prem VSA Version 9.2 and up.

o  Kaseya administrator account.

e  Kaseya Outbound Email Settings Administration

o  Kaseya Module installer

WR_KPlugin_2.X.XX.XXXX.exe
o The latest installer, which is available here.

o Toinstall the Webroot Kaseya module, you must have access to the Kaseya server.
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Installing the Webroot Kaseya Module

If you have met all the prerequisites, use the following procedure.
To install Webroot Kaseya Module:

1. Copy and unzip the installer package to your Kaseya server.
2. Install the Kaseya Module by running the following file:

WR_KPlugin_2.X.XX.XXXX.exe

3. Follow the on-screen prompts.

) Webroot WSA Module V2 Setup —

Welcome to the Webroot WSA Module
V2 Setup Wizard

The Setup Wizard will install Webroot WSA Module V2 on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Back E Cancel

Until the Setup Successful window displays.

ﬁ Webroot WSA Module V2 Setup -

Webroot WSA Module V2

Setup Successful

You now need to reapply schema to complete installation. To do so, click here.

Close
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4. After the Webroot Kaseya Module has completed installation, you must reinstall the Database Schema. You can either use the link on
the installer success screen (see screenshot above), or access this from the Windows Start menu using the following path:

Start > All Programs > Kaseya > Reinstall Database Schema

. Kaseya
E Hetfix and Reapply Database Schem
A Kaseya Agent
E Kaseya Help
E Kazeya Main Login

Klnstall
E Reinstall Database Schema I

& 550 Configuration Tool

The system installs the database schema.

B = X0 C Completes the new mstalet. *

(:‘ Please walt while the datab. fig compl

| — Jes

Stopping Kaseya Event Servce

5. After this step has completed, you can access the Webroot Kaseya Module.
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Enabling Webroot API Settings

In version two we have improved plug-in performance by utilizing Webroot Unity API. We strongly recommend that you enable the usage
of Unity APl in your plug-in to take advantage of this improved performance and user experience.

Alternatively, if you continue using the default settings, which utilize the Kaseya agent procedures, you may experience a higher load on

the Kaseya server.

To enable Webroot API settings:

1. After the installation was successful, you must enter valid Webroot API Settings, (Webroot\Main\Webroot Settings\Webroot API

Settings) and start a test.
2. Click the Webroot API Settings button.

Vi"’ Kaseya Evaluation Edition
3= NI NONONT

Search Havigaton £

Main
Ovrview
Deployment & Status Dashboard
Webroat Settings
dert Sattings

NN R

NN NN N Y
N & W

Expcutivg Report

Filter View

ll Organizalions

m - wu.w

Auto
IrsLall

& Webrool AP Sattings

company-b
Kaseya_MAC
ksarver

linz

MAC_ALITO_INST

The Webroot API Setup window displays.

Webroot AF1 Setup

Chanit ID

clientlD @ webroot.com

Chgert S red

Lol ool il ll . ]

U M
Joe@gmail.com
Passaord

Cordrm Password

ELLLE LR Ll

M Ky
RS0 S S S i SR .4

B Eruable Webeoot AF1

X8 <o
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If you don’t have Unity API credentials yet, follow the instructions here to obtain them.

Note: If you don’t have a GSM key, contact your Webroot sales representative.

3. Click the Test API button.

Enable Webroot AP

PN N Success, APl Authentication!

4. When this test succeeded, click the Submit button.

LRSS S S SRS R

Y| Enable Webroot AP

N LT B Success, AP Autheritication!

v

Note: In case the test fails, the error message should indicate what's wrong in your settings. Fix the issue before proceeding.
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Controlling Access to Webroot Settings

As needed, you can control an admin’s access to Webroot settings. We recommend that you allow access to only those admins who will
make GSM parent keycode assignments.

To control access to Webroot settings:

1. From the main menu, select System > User Roles.

@ System

User settings
System Preferences

User Security

Users

Q User Roles b

Machine Roles

Scopes
Logon Hours

User History

2. Inthe Role pane, select the role you want to apply the permissions to.
0 Mew Copy Pe

W 4| Jof1 b

Role

Master

Policy-Managemen

ebroot-Admin
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3. Inthe Set Role Access Rights pane, click the Access Rights tab.
I Members Access Rights ) Role Type
e Assign Q c Refresh
4 4 (1 |ofl # [k (100 |w
] User Name
4. Inthe Access Rights tab, click the Set Role Access Rights button.
[ Members ” Access Rights ” Role Type ]
@ Set Role Access RightD
Expand All Collapse All
= i) Master
4 Agent
4 Agent Procedures
4t Anti-Malware
5.

From the list, select Master > Webroot to expand the list.
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6. Select the checkboxes next to the areas that you want to allow access to.

Webroot

Main

Overview

Deployment & Status Dashboard
Webroot Settings

Alert Settings

Executive Report

All Functions Enabled

Expand All

#[¥] Anti-Malware

[#[Z] Antivirus

#[7] Audit

#[¥] AuthAnvil

[#[V] Desktop Management
4[] Discovery

#[¥] Info Center

[#[] Live Connect

#[7] Mobility

Monitor

1#[7] Network Monitor
#[¥] Notification Bar
Patch Management
1+1[v] Policy Management
H[V] Quick View

Remote Control
H[V] system

H[V] Ticketing

Time Tracking

é Webroot
= [¥] Main

Overview

Deployment & Status Dashboard

Webroot Settings

Alert Settings

Executive Report

BE8

Disable All

Collapse All
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7.

When you're done, click OK.

All Functions Enabled

Expand All

#[¥] Anti-Malware
#[¥] Antivirus
#[7] Audit

H[¥] AuthAnvil

[#[¥/] Desktop Management

[#[¥] Discovery
#[¥] Info Center
#[¥] Live Connect
H[¥] Mebility
#[¥] Monitor
1+ [¥/] Network Monitor
#[¥] Notification Bar
#[¥] Patch Management
141[7] Policy Management
#[¥] Quick View
#[¥] Remote Control
H[¥] System
#[¥] Ticketing
(#[¥] Time Tracking
#[¥] vPro Management
3 [¥] Webroot
= [V] Main
Overview

Deployment & Status Dashboard
Webroot Settings

Alert Settings
Executive Report

Disable All

Collapse All
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Getting Started and Deployment
The user interface within the Kaseya Module is designed to be easy to use and is broken down to five main menu items:
e Overview — Basic guide to steps required. See How To Overview on page 14.

e Deployment & Status Dashboard — Allows simple GUI-driven deployments and menus for detailed status view as well as agent
commands. See WSAB Agent Deployment on page 13.

o  Webroot Settings — Webroot specific settings, such as site or default keycode, Webroot console access, and auto WSAB adoption
wizard. See Adopting Existing WSAB Agents on page 16.

e Alert Settings — Alerts and alert criteria. See Integrated Alarm Parameters with Kaseya Alert Actions on page 38.

e Executive Report — Generating malware reports. See Running an Executive Report on page 41.

@ Webroot

= Main
Overview

Deployment & Status Dashboard
Webroot Settings

Alert Settings

Executive Report
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Overview Menu

The Overview menu is a very basic guide to the steps required to deploy and maintain your Webroot installation.

Organizations must be Using the "Install” button, you Provides Ul for the viewing of - Setup System Alerts that
assigned with a unique can deploy a Webroot client the Status of the Webroot, can trigger alarms, tickets,
Webroot Site Key. The on your Kaseya Agents. the list of actions that can be and email notifications if
Webroot Site Key can be Once the installation is initiated. critenia is met.

created by clicking "Webroot complete, your agent will be

Settings\My Webroot™. After ready to take advantage of

signing-in, the Webroot the Webroot Protection.

Global Site Manager allows

you to create multiple To Uninstall the Webroot

"Sites\Organizations”, each client, select the target

with its own keycode. agents and then click the
“Uninstall” button.

© Uninstallation will not
Deactivate/Retire agents.
Access the Webroot
Console to deactivate refired
endpoints

Included on the Overview tab is information about the plugin version, which is located in the upper right corner.

\(. Kaseya Evaluation Edition Search Machines Pl | B2 @1 |pg0 Bz2Bs {@o | @ 000000 |No Timer Running

[:] @ @ @ e Click to view Webroot plugin help

Search Navigation

W webroot Overview  #} Webroot Plugin Info ( Webroot Plugin Version: m)

Main

%! Il

Qverview
Deployment & Status Dashboard
Webroot Settings ALERTS AND

DASHBOARDS

Alert Settings

Executive Report
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For additional information about the Webroot plugin, click the Webroot Plugin Info tab.

=4 " . .
V. Kaseya Evaluation Edition Search Machines LI 22 v 1140 H: Es @o | (g 00:00:00 | No Timer Running

[:] @ @ @ o Click to view Webroot plugin help

Search Navigation

W webroot Overview (Q Webroot Plugin Info ) Webroot Plugin Version: EXELD

Main

5] Il

Qverview

Deployment & Status Dashboard

Webroot Settings WEBROOT DEPLOYMENT SMART ALERTS AND
SETTINGS AND STATUS ACTIONS VIEW DASHBOARDS

Alert Settings

Executive Report

This displays information about the version, the number of clients installed, and whether or not API has been enabled.

o Click to view Webroot plugin help

Overview £# Webroot Plugin Info

Webroot Plugin Version 2.0.31
Clients Installed 7
API Enabled true
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Webroot Secure Anywhere Business Endpoint (WSAB agent) Deployment

The following portion of the guide describes each of the steps needed to install the WSAB agents to selected endpoints. This process is
broken into three main steps:

e Configuring and obtaining a unique Webroot site key. See Configuring and Obtaining a Unique Webroot Site Key on page 5.

e Deploying WSAB agents through the Kaseya module. See Deploying WSAB Agents Through the Kaseya Module page 28.

e Viewing installation and dashboard-level WSAB agent status. See Viewing Installation and Dashboard Level WSAB Agent Status on
page 30.

Note: If you have an existing WSAB deployment, you can adopt already installed endpoints in to the Kaseya Module. For more information,
see Adopting Existing WSAB Agents on page 16.

Configuring and Obtaining a Unique Webroot Site Key
e If you have Webroot API enabled, follow the procedure that starts below.

o Ifyou don’t have Webroot API enabled, follow the procedure that starts on page 20.

To configure with Webroot API enabled:

1. The Kaseya administrator must select a valid Webroot site key, generated in the Webroot GSM, that matches the organization or
group in the Kaseya VSA.

Search Machines L | B2 Y20 !7 EE o | & 00:00:00 | No Timer Running

Filter View
@ Organizations Groups

#® My Webroot & Webroot API Settings = Refresh

Auto I
7 [£  Install Org/Group Webroot Site Key
F @ company-b Cxxxx-xxxx-xxxx-xxxx-xxxx )
7 @ Kaseya_MAC HXRK KX HKKKH XA KKK
7 [ kserver KKK KX HHSCCHHAKK
/7 & linz AKX KKKAHAHKHHKKKKAKK
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To obtain a unique site key:

1. From the main menu, select Webroot > Webroot Settings.

¥ Kaseya v
LM ? &

JEE
9
=

hain

Overview

Webroot Settings

|I'.-

Executive Report

The Filter View pane displays with the Organizations radio button active, though you can select the Groups radio button, as needed.

The Filter View pane allows you to filter by organization or group, which lets you assign Webroot site keycodes to Kaseya
organizations or groups.

Filter View
@ Organizations Groups

w My Webroot & Webroot API Settings - Refresh
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2. Forthe organization or group that you want to edit, click the Edit icon.

Filter View
'Ziil Organizations
Groups

A My Webroot &  Webroot APl Settings
Auto

# [ Install OrgiGroup

F R 4 company-b

F Kaseya MAC

PN kserver

s Fo linz

F AT MAC_AUTO_INST

Refresh

Webroot Site Key
KR H KR KKK KKK KKK

R AR S S S R 7]

BB 0 S Sl S B T
O SR K SO KKK T
B O KKK =

The Edit Organization Settings window displays with the organization field already populated.

EQit Organization >ettings
Crganizaton

Crganization Name

Saes

Organization Site Hame

Wabrood Siba Ky

BRSO S S S S S

Ausbos Irestall

m
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3. From the Sites drop-down menu, select the site you want to use.

Edit Group Settings

Group

mainoffice. expired-test_side-linz

Sites

Select a GSM Site

Select a GSM Site
Company |
Expired-Test_Side-Linz
Kaseya MAC |
Kaseya-MAC Auto Install Site |
Ksenver |
LabDenkAgent10

Linz |

linz_company-a
linz_company-b
myOrg.root

Roat |

Seattle |
seattle.company-a |
seattle company-b |

4. Since Webroot APl is enabled, the Webroot Site Key field is already populated as soon as a site has been selected from the

dropdown.

EQIL Qrgamnization >etlings

Crganizaton
Organization Name

Saes

Organization Site Name -

Wibrood Sitg Kay

@xx-xxxx-xxxx-xxxx-xxx@

At Irestall

m

o Ifyou select the Auto Install checkbox, then WSAB agents will be deployed automatically to all Kaseya endpoints within the

defined organization or group.

o With Auto Install, we deploy WSAB agents to any newly added Kaseya endpoints with a background task which runs once per
hour. This will ensure that all Kaseya endpoints in the orgs/groups that are configured to auto install will have WSAB agents

deployed.
5. Click the Submit button to commit the key to the organization.
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1. The Kaseya administrator must enter a valid Webroot site key, generated in the Webroot GSM, that matches the organization or

group in the Kaseya VSA.

Search Machines B E 2 E 8 "\l_-j’ 0 | % 00:00:00 | Ne Timer Running

Filter View
@ Organizations Groups
a« My Webroot & Webroot API Settings = Refresh

Auto [H
# [ Install Org/Group Webroot Site Key
7 & company-b Cxxxx-xxxx-xxxx-xxxx-xxxx )
s @ Kaseya MAGC XAXXHXXKHAHXAAKHXKXXKKX
7 @ kserver XKXXKKKKHKNK-XKKKKKKX
s & linz HHRK KKK HOH-HHKAHAKK

To obtain a unique site key:

1. From the main menu, select Webroot > Webroot Settings.

Eo | mo =1 EH2 @o

¥ Kaseya i

Ll ?+~Ba

JEE
9
=

hain
Overview

Executive Report
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The Filter View pane displays with the Organizations radio button active, though you can select the Groups radio button, as needed.

Filter View
@ Organizations Groups

# My Webroot & Webroot API Settings == Refresh

2. Click the My Webroot tab.

Filter View

(@) Organizations Groups

-ﬂ' &  Webroot API Settings - Refresh

Auto

s | @ Install Org/Group
E4 company-b

s & Kaseya MAC

s & kserver
(# linz

7 & MAC_AUTO_INST
IF4 mainoffice

7 My Organization

FaENT 4 Not_Equal_Kaseya
& root

7 seattle

Showing 1 to 10 of 11 entries
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The Webroot SecureAnywhere login page displays.

WEBROOT"™ Enalish E 0 S
nglis - elp
SecureAnywhere.
Log in Create Account
) Emil Phone Creating an account helps you manage your security across multiple devices, with any Webroot

product. It also makes it easy to add new devices and help other people protect theirs.

Email Address

Password
i ) More Information
i ?
Forgotien Password? Consumer Release Notes

Business Release Notes

Webroot Community
Renewing your license?

Get started

3. Log in using your Webroot credentials.

4. From the main panel, browse to your GSM console and create a new site that matches the organization in in the Kaseya VSA.

WEBROOT* r\

SecureAnywhere 2 ecoindelent totuioinl
~

Dashboard m Admins Global Settings fgs Suppornt NG Test GSM

7

[ o Add Site | | Filter site list by name, comments, or lags ; -

4 Sites Accessible

Status l Name ) | Keycode

© Needs Attenton Véebroot ]

@ Frotectad ACME Solicitors ;‘_
4
V4

I Pisiaaad Universal Exports LUXXXX XXX K-XXKX-XKKX
-
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5. Inthe Sites panel, copy the keycode from the Keycode column for that GSM site.

wEBROQT" ~

SecureAnywhere. <

Dashboard m Admins Global Settings ’ Rg\ Suppornt NG Test GSN
/
© Add Site ilter site list by name, comments, ot tags 3 v

-

4 Sites Accessible 4 Total

Status « Name

@ Needs Attention Viebroot

& Frotected ACME Sohcuors/
Pratacted Universal Exports

6.
B2 mo Tii9H2 @Wo

Executive Report

The Filter View pane allows you to filter by organization or group, which lets you assign Webroot site keycodes to Kaseya
organizations or groups.

Filter View
@ Organizations Groups

i My Webroot & Webroot API Settings — Refresh
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7. For the organization or group that you want to edit, click the Edit icon.

Filter View

IZ:O':Z' Organizations

Groups

A My Webroot 4  Webroot APl Settings Frd Refresh

Auta Ik
A [ Instal DrgiGroup Weabrool Site Key =]
7z [ company-b LSS S S S e S8 S 7]
# Kaseya MAC KUKKKKHKXKKKKKKK @
7 @2 kserver KXKKKKKKKKKKXKKX @
7 & v im KXKXKXKXXKXXXXXXX @
7 @2 MAC_AUTO_INST KXKXXXKXXXXXXXXX @

The Edit Organization Settings window displays with the Organization field already populated.

Edit Organization Settings

Group

mainoffice expired-test_side-linz

Webroot Site Kay

] Awto Install
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8. Inthe Webroot Site Key field, paste the keycode that you copied from the GSM console in step 5.

Edit Group Settings

Group

mainofice expired-test_side-linz
Webroot Site Key

HOOOLHO00E- XL 0002000

[C] Auto Install

o If you select the Auto Install checkbox, then WSAB agents will be deployed automatically to all Kaseya endpoints within the
defined organization or group.

e With Auto Install we deploy WSAB agents to any newly added Kaseya endpoints with a background task which runs once per
hour. This will ensure that all Kaseya endpoints in the orgs/groups that are configured to auto install will have WSAB agents
deployed.

9.  Click the Submit button to commit the key to the organization.

Note: If you do not have a GSM or if you use a single Webroot site key to manage all your organizations, you can use the same key on
all organizations within the Kaseya Module. We recommend a site key per organization, unless you have very small
organizations consisting of one or two seats.
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Adopting Existing WSAB Agents
If you have existing WSAB deployments and want to adopt those endpoints, use the following procedure.

Note: Enabling Auto Install for those Organizations will do that automatically for you.
To adopt existing agents:

1. From the main menu, select Webroot > Webroot Settings.

¥ Kaseya  an

Ll ?+~ B0

JEE
9
=

hain

Overview

Webroot Settings

13 ]
1-
£
¥

Executive Report

The Filter View pane displays with the Organizations radio button selected, but you can select the Groups radio button, as needed.

Filter View
@ Organizations Groups

w My Webroot & Webroot API Settings - Refresh
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2. Forthe row that lists the organization or group that you want to adopt, click on the Wizard icon.

Filter View
(@) Organizations
@ My Webroot
Auto
» | F Install
Z
O
28y
Z
;s @
@
s &
/s &
=z
/s &

WSAB agents will be automatically discovered and pulled into the Kaseya Module. If the machine is online and, if there are no other
agent procedures queued on that machine, it will happen within five minutes.

Note: Adopted WSAB endpoints that were initially installed manually (using WSAB installer executable) can only be uninstalled from
within the Webroot console.
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Deploying WSAB agents is very easy, provided a Kaseya agent is already installed. The site keycode for the group or organization
containing these agents must be selected to display the Kaseya endpoints in the Deployment & Status Dashboard.

To deploy WSAB agents:

1. From the main menu, select Webroot > Deployment & Status Dashboard.

B> |mo T H2 @o

W

hain

{ Deployment & Status Dashboard
EDT! 53

Alert Settings
Executive Report

¥ Kaseya  vans
0o ?

AEED

2. Do one of the following to deploy WSAB agents to just one endpoint or a range of endpoints.

o Toinstall WSAB agents on all endpoints in the filtered view, select the checkbox at the top of the column, and click the Install
button. All endpoints are selected and installed.

' K3 Install ' <3 Uninstall

.f@il
Y . 2H
~/®H
v n@
~/®u@

< Refresh

Y
@ Machine.Group ID
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e Toinstall WSAB agent on an individual Kaseya endpoint, select the checkbox of for the target endpoint , and click the Install

& Install X Uninstall

(=
=
=+
S
=

Ik

@

® & o o

= ®
0O ¢ " ®

<  Refresh

Machine.Group ID

Progress during the installation process is indicated by an Installing status. Once the installation is complete the Installation

status will change to Installed.

¢ To uninstall individual endpoints, select the checkbox for the target endpoints, and click the Uninstall button.

= Install (' X  Uninstall

{1

W

[l

E)e [*
I_Inl-
I_I..
O ¢ = ®

= Refresh

Machine Group ID
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Viewing Installation and Dashboard Level WSAB Agent Status

Once the desired WSAB agents are installed, you will be able to see their status at a glance.

A Mase S © aern e [ Copwe Dine  Whnemd  Baged Sem Cemines Lt S S Lo S Wy byt Rabah L Ry,
e

. @ 0 0 00
i 000000
»
3
»
|

Different operating systems for endpoints are identified by the following icons:

Icon ‘ Description ‘
| Windows 0S
o Mac 0S

The Refresh button pulls the latest agent information from the database.
o If the Unity APl is turned on, any changes within the managed agents will be checked every 15 minutes.

o Ifthe APl is not on, the interval to check for changes within the managed agents is one hour.

B s [ v

Artention
@ & Machine. Group ID Hastnami Rsquirgd
[ |
o
-]
(]
[
O
D [ ] ,@ Aves

o
aQ
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Indicators in the Deployment & Status Dashboard
1. RedW

If the endpoint is in an undesirable state, for example, if the endpoint is in an Attention Required state, the W icon is red. In addition
to the Attention Required state, the W icon will be red if the agent is failing to retrieve status and threat information.

& Install L Uninstall = Refresh
1L
Attention
@ 4 Machine Group ID Hostmame Required
G =
H
O
L]
O
G ‘@ al*es
o *® e

2. Warning Icon in Kaseya Agent Refresh column

If an endpoint doesn't respond within three days or fails to gather data from the API or from the endpoint, the system alerts the
administrator by a red triangle with an exclamation point in the center. This symbol will display in the Kaseya Agent Refresh column.

Last Kaseya
pats Scan Last Agent Installation
pved Date Seen Refresh IP Address Status
00:10.01 002153 10:.47.06 Installed
14-Mar- 14-Mar- 14-Mar-
2017 2017 2017
0 080001 080228 084220 Installed
14-Mar- 14-Mar- 14-Mar-
2017 2017 2017
0 160000 16:33:32| 17:13.56 Instalied
28-Feb- 28-Feb- 28-Feb-
2017 2017 20174

0 024100 024909 3
10-Mar- 10-Mar- 13-Mar-
2017 2017 2017

Instalied
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Validating Success of Agent Procedures

The administrator can, as needed, validate the success of the Agent Procedures that execute Webroot activities and collect results.

To validate success:

1. Inthe Deployment & Status Dashboard, hover over the Kaseya icon.

l

@

© 0 ©o
H

=@
@
il

1 Install y & Uninstall c

Showing 1 to 10 of 21 entries

& Machi|

The Live Connect information window displays.

labdenvsal - [ X |
TS Remote Control /i Private Remote Control ¢ Live Connect () Ticketing [ Screen Shot o, File Manager »
Current User Run Procedure Now
Last Logged In User E Lock Workstation
Operating System 2012 g
0S Varsion R2 Server Standard x64 Edition Bulld 9600 5l Send Message if Logged On X
Time Zone uTC 6 B Fiush ONS b 4
D Ii Worb QA(d) iﬂeboo( x
DNS Computer 3F shutdown X
ME ¢ V| Ask before executing
f: 1 Pending Procedures = Alarm Log < Disk Volumes
-+ Procedure History Il Monitor Action Log ¥\ Disk Partitions
i Procedure Log AP View Credentials 2 Disk Shares
. Notes 5 User Accounts EPCI and Disk Hardware
) Ticket History € Groups B Printers

ks Mombers

M Agent Log = Software Licenses
@Conﬁg.srwon Changes i Documents Ewmtmovo
&7 Legacy Remote Control Log o GetFile |84 Startup Applications
.’Kneya Remote Control Log
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2. Select one of the following:

o Pending Procedures
e Procedure History

labdenvsal

TS Remote Control /o Private Remote Control ¢ Live Connect () Ticketing [ Screen Shot o, File Manager »
Last Logged In User la] >+ | ock Workstation s
Operating System 2012 _ :
05 Varsion R2 Server Standard x64 Edition Bulld 9600 B Send Message if Logged On X
P Fiush ONS b 4
T Reboot X
v »E!Shmdown x
v/ Ask before executing
B Alarm Log < Disk Volumes
Il Monitor Action Log ¥ Disk Partitions
P View Credentials S Disk Shares
38 User Accounts [E§rct and Disk Hardware
€ Groups W Printers
Als Mombers
=3 Software Licenses
il Documents mAdeR«novﬁ
.’togacyw.c«mdtog -"Gdﬂlo |88 Startup Applications

.’Kneya Remote Control Log

Review information, as needed.

32 Panang Pocesvn B ae g 03T pm BP0 08 Suscess THEN Sy N
B Pocase ey O voror acs0m Log 124000 po 0090 Suneess THEN “Dywenc
N Pacedse oG | vew Cwmnas 106000 o BFen 08 Suotess TWEN “Dyvant
— 114045 om 5790 Suscess TEN “Dyvent
10 SESUNY (s 113048 o BF0n 90 Suscess THEN
D Tt wory 0 oven 112004 am BFe098 Succese THEN ?
P emcey PIZI00 em S0t  Suscens TREN “Byvet
) hget g N2 am M Fe-%0 BSuttems THEN Dyt
2132 0m BP0 Buseess THEN
O'W""W"' .;m D477 om BFe10 Sutcose THEN
o Legecy Aemew Comew Log L2 Out Fie R0 am M V0 Suanane THEN Bt )
..I.q...‘(o'-u‘ L4020 am bFm 10 Suscess THEN “Dyver

By clicking the icon you can also use Live Connect to directly get remote access to the selected device:

Launching Live Connect

Mot Connecting? Download App.

| | |
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Detailed WSAB Agent Status and Agent Commands

If you need detailed analysis of a specific WSAB agent or if you need to run WSAB Agent Commands, use this procedure.
To generate analysis or commands:

1. Click the desired W icon.

e "®

The system displays detailed Webroot Agent Information and Commands pane.

w 4 WEBROOT AGENT INFORMATION & COMMANDS

~

mr 10:37:34 17-Mar-2017

REALTIME SHIELD ENABLED
2:44:03 AM 10-Mar-2017

REMEDIATION ENABLED

10:37:34 17-Mar-2017
ROOTKIT SHIELD ENABLED 10:00 s ar

USB SHIELD ENABLED 02:44:03 10-Mar-2017 9.0.15.50
IDENTITY SHIELD ENABLED

28664 ©

WSA FIREWALL ENABLED

WEB SHIELD ENABLED aminute 03:55:52 10 Mar-2017 10.36.16.105

PHISHING SHIELD ENABLED =

OFFLINE SHIELD ENABLED
02:45:05 10-Mar-2017

614

06:53:23 13-Nov-2018

2. From this pane, you can run various commands, such as Deep Scan Now or Run Cleanup Now. These commands are executed
within a few minutes.

Note: If WSAB agents are uninstalled and reinstalled, the Agent Status statistics are reset.
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3. Click the List icon on the left side to view WSAB endpoint threat history.

w 44 WEBROOT AGENT INFORMATION & COMMANDS

u

=  10:43:56 17-Mar-2017
[

A2

IELD ENABLED

Threat History I

REMEDIATICN ENABLED
ROOTKIT SHIELD ENABLED
USB SHIELD ENABLED

IDENTITY SHIELD ENABLED

WSA FIREWALL ENABLED

Threat history information displays.

W == DEVICE LOGS

& From Date 2017-02.15 =] b Teo2of2 - i
— showing last 31 days
ﬂ Ewent Time Infection

File Mame

Note: WSAB endpoint threat history is persistent and will be available via the Executive Reports, even if endpoints are uninstalled
or deactivated.
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4. For additional Kaseya-based information, click the Expand arrow.

The system expands the Machine Info window, which is scrollable.

Machine Info

Current User

Last Logged In User:
QOperating System: Mac 05 X
05 Version: Mac 05 X 10.12.3 BIdID: 16D32
Time Zone: UTC +1
Computer Name:
DomainWorkgroup: 7

DNS Computer Name:
Country;

IPvh Address:;

IP Address:

Subnet Mask:

Default Gateway:

Connection Gateway:

BAAF Aoda
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5. To return to the Webroot Agent Information & Commands pane, click the Side arrow again.

Current
Last Lo
Operat
0O5S Very
Time Z4
Compu

Domair]

7-Mar-2017

DNS Cq
Countny
IPve Ad
IP Addr

Subnet
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Integrated Alarm Parameters with Kaseya Alert Actions

The Webroot Module is directly integrated into the Kaseya Alert Action metaphor. If any installations, uninstallations, or non-removable
threats occur on any Agent, the module generates the common Kaseya Alert actions.

(:‘Kaseya Search Machnes BB §rime P2 @ % 000000 | No Temw Ruwing
EB 0 ®O®®@ = select Webroot Alerts
T — o 2l [ istai Fatod
=
[w#] Enabie aierts when computers gt
Man nlocted @

Ovorview i Info! Sewct at st 00a OPLon 10 rocene an Skt

Oeploymer & Status Doshbosed

Webroot Settings Select Alert Criteria

Alert Sestings @C’Mllm

[} Crnate Tkt
Fun Script afor alert on the machas Mo alort occwred
Seloct Agent Procedure

Executive Report

[w#] Sona Emas

Type and enter 1o 800 emad address

To set an alert:

1. From the Webroot menu, select Alerts Settings.
—

&7 Kaseya

ANONDY

‘Search Navigation ‘P‘

Main

Overview
Deployment & Status Dashboard
Webroot Settings

Q Alert Settings ’

Executive Report
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The Webroot Alerts pane displays.

757 Kaseya

E=NANORONT) Select Webroot Alerts
ewrch Nemgs £l [v] sl Fated
LN C
L\; Enable alerts when compulers got
Main nlocted o
Overvew i Info! Sesact al Hast 0na OPLon 10 FOCeme an Srt
Deployment & Status Doshbosrd
Webroot Settings Select Alert Criteria
R Py v Croate Alarm
V| Craate Tickot

trve Report
Ecoouive Run Script aftor alert on the maches he alort cccumed

Sedoct Agent Procedure

[w] Send Emas

Type and ontef 1o add emad address

L=

2. Select one or more of the Webroot Alerts checkboxes, such as Enable alerts when computers get infected.

Select Webroot Alerts
Install Failed

Uninstall Failed

Enable alerts when computers get infected o

1 Info! Select at least one option to receive an alert

3. Select the relevant Alert Criteria checkbox, such as Create Ticket.

Select Alert Criteria

Create Alarm
Create Ticket

Run Script after alert on the machine the alert occurred
Select Agent Procedure

Send Email

Type and enter to add email address

|
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4. When you're done, click the Apply button.

Select Alert Criteria

Create Alarm
Create Ticket
Run Script after alert on the machine the alert occurred
Select Agent Procedure

Send Email

Type and enter to add email address

Note: In order to receive Alerts via e-mail you must enter a valid e-mail address.
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Running Executive Reports

The Webroot Module provides a straightforward Threat Report for any of the Kaseya customer groups that are using Webroot.

WeDroot - Executhe REpor - Trme 20060001 1528 0 20r06-00-08 1428 - for |

Days in Rsporn ]

Total Threats L]

Totsl Machisss Undes Mansgement 177

o Top Threats i Theeat Log

B M [ ] Evpsi T i P W ek iy Filg: My

i [ P -Fa-D08 L=k
L] [ P -Fa-D08 L= he
L] [ P -Fa-D08 = te
4 b1 P -Fat- D08 g7
E b1 P -Fat- D08 g7
2 b1 P -Fat- D08 g7
2 b1 P -Fat- D08 L= ke
2 b1 P -Fat- D08 g7
2 b1 P -Fat- D08 g7
2 b1 P P28 g7

To generate an executive report:

1. From the Webroot menu, select Executive Report.
oK
»? Kaseya

NO®e =
Search Navigation el

\}J Webroot

Main
Overview
Deployment & Status Dashboard
Webroot Settings

Alert Settings

Gxecutive Report )
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The Webroot — Executive Report pane displays.

757 Kaseya
NOE G

Search Navigation

Main

Webroot - Executive Report

5/ Il

Select Group

Qverview

‘ 2017-03-01 14:44 =] 2017-03-16 14:44

Deployment & Status Dashboard
Webroot Settings
Alert Settings

Executive Report

Search Machines

B Z Create Report

2@ 9

s

2. From the Select Group drop-down menu, select the Kaseya group for which you want to run the report.

Webroot - Executive Report

Select Group

W

company-b.linz
company-b.seattle
kaseya_mac
kaseya_mac.mac
kserver

kserver.root

linz
A, /

company-b
(comperyy ]

Q
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3. Using the two date fields, select an appropriate data range.

V.” Kaseya
ANONONE)

Search Navigation

Main

%/ Il

Qverview

Deployment & Status Dashboard
Webroot Settings

Alert Settings

Executive Report

Search Machines

2 | Bz @1

Webroot - Executive Report

Select Group v

2017-03-0114:44 B2 2017-03-16 14:44 | BB 2 Create Report

4. When you're done, click the Create Report button.

Vé" Kaseya
ANONONG)

Search Navigation

Main

%/ Il

Overview

Deployment & Status Dashboard
Webroot Settings

Alert Settings

Executive Report

o | B2 90

Search Machines

Webroot - Executive Report

Select Group v

2017-03-0114:44 B2 2017-03-16 14:44 | BB 2 Create Report

Note: Historical data is retained, even if WSAB endpoints are uninstalled or deactivated.
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Automatically Installing Webroot SecureAnywhere Agents Using Kaseya
Agent Procedure in Policies

If you would like to have more control over the installation process than is possible with auto install, we recommend utilizing the Kaseya
Agent Procedure in Policies, which you can set up using the following instructions.

This section describes how to import the Kaseya Agent Procedure package provided in the Webroot Kaseya v2.0 plugin and how to set up
Kaseya Policies and Views to install Webroot SecureAnywhere only to selected machines.

Note: This will not work for endpoints unless they have set a site key for the Organization or Group within the Webroot Plugin.

Part One - Locating the WebrootAgentProcs.xml file

After successful installation of the Webroot Kaseya VSA Integration version 2.0 the Webroot Agent Procedure pack will be stored on your
VSA Kaseya server.

Note: Editing these agent procedures will not be supported due to the use of core system agent procedures and workflow processes that
follow the installation of the Webroot WSA client software.

Within <install path>\kaseya\webpages\giwebrootaddon, there will be a WebrootAgentProcs.xml file. Use this XML file to import the
agent procedures into your VSA environment so administrators can use them within policy or to schedule on specific machines.
Part Two - Importing Agent Procedures

1. Copy the WebrootAgentProcs.xml from the VSA, see above for path, to share directory or local directory so the administrator can
access them on the import.

2. Login to your VSA.
3. From the main menu, select Agent Procedure > Schedule / Create.

¥ Kaseya

EB N O®O =

Search Navigation pe

Manage Procedures

( Schedule / Create )

Distribution

Agent Procedure Status

Overview

Pending Approvals
Installer Wizards

Application Logging
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4. Select the Shared tree node.
—
¥ Kaseya
ﬂ @ @ =  [(@ New Folder :ImporlFolden‘Prooedure T‘.h

Search Navigation

Machine Id: |

v/

°¥  Agent Procedures

Manage Procedures

Schedule / Create

5. Click the New Folder button.
-
¥ Kaseya
ﬂ @ @ = :ImportFolden‘Prooedure IT'!"

Search Navigation L Machine Id: |
oy A \!i
’ gent Procedures ,
= 22 Private
I E Shared
Manage Procedures o e Syst
=1 stem

Schedule / Create

6. Inthe Please enter the folder name field, enter a name for the new folder, for example, Webroot.
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The system creates a new folder with that name.

((@ New Folder -"'r Import Folder/Procedure @

Machine Id:

= &2 Private
=m
= E Shared
+ |l Sample Procedures
B Webroot

# £3 System
]

7. Select the newly created folder. Note that the menu bar options change.

B3 Share Folder e New Procedure [ gy New Folg

Machine Id:

Click the Share Folder button in the toolbar to give shared access to the new folder.

Ry Share Folder @8 Mew Procedure [__"@ Mew Fold

Machine Id:

(53
lp ) )

Private

Shared

4 | Sample Procedures
I Webroot

# £ System
L~

Note: We recommend that you grant all Master Admins rights to this folder:
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The Share Folder window displays.

Share Folder (2 o}

Name:  Webroot

— Share Rights

Edit Create Delete Rename Share

- Select Roles Shared Rights for the Folder

o Add e Remove
T um - Role g Rights

i e s Y
g g
Ll &
5

kadmin

Selected: 0 | Viewing: 1-7 of 7

9. Inthe Select Roles area, select the Master checkbox.

Share Folder

Name:  Webroot

— Share Rights

Edit Create Delete Rename Share

— Select Roles

N OO0 o™
|

Selected: 1 | Viewing: 1-2 of 2

Page 47 | © 2017 Webroot Inc. All rights reserved. | Proprietary and Confidential Information June 12, 2017



WEBROOT

Kaseya Module V2 Getting Started Guide

10. In the Share Rights area, select the following checkboxes:

o Edit
e (reate
e Share

Share Folder

Name:  Webroot

— Share Rights
( Edit Create Delete Rename Shar}

— Select Roles

© Add
47 Jof1 b (MT 100 (v
Role

Policy-Management
Master

Selected: 1 | Viewing: 1-2 of 2

11. When you're ready, click the Add button.

Share Folder

Name:  Webroot

— Share Rights

Edit Create Delete Rename Share

— Select Roles

W41 Joft b b1 (100 v
Role

Policy-Management
Master

Selected: 1 | Viewing: 1-2 of 2
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12. When you're done, click the Save button to submit your changes.

Share Folder

Name:  Webroot
Share Rights

Edit Create [ | Delete [ | Rename Share

Select Roles Shared Rights for the Folder
e Add g Remove
[l 4 forr » IMDL 00 | ] Role or User Rights
[7] Role D Jane.Doe Edit, Create, Delete, Rename, Execute, St
[7] Policy-Management
Master

| Viewing: 1-2 of

~
Rudi

mark lingen
Karin

kadmin v

oO@maEl

Selected: 0 | Viewing: 1-7 of 7

{ Save ) Cancel

13. With the newly created folder still selected, click the Import Folder/Procedure icon in the toolbar.

B Share Folder J) New Procedure [ New Folde(-*" Import Folder/ Procedu@

Machine Id: L Machine Group: | = All Gr
v Folder Properties
= Private
= g Shared LTmEE
& | Sample Procedures Effective Rights:
[ Webroot

= &2 System
|~ |
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The Import Folder/Procedure window displays.
Import Folder/Procedure BE
[«

o = Upload a script XML file or paste script XML below.

Upload an XML file for Import: l (o]

OR:

Paste the script in here:

Save Cancel

14. Browse the share or local drive for the specific file and click the Save button.

Import Folder/Procedure 8 (=]
(o]

o = Upload a script XML file or paste script XML below.

Upload an XML file for Import: giwebrootagentprocs.xml l n

OR:

Paste the script in here:

l Save Cancel
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15. After the import, you will have two new Webroot agent procedures for use with the VSA.

(g Share Folder == New Procedure [ Mew Folder

WMachine Id: |

v

= . Private
|| myProcedures - kadmin
= [ shared
[+ Sample Procedures
=l | Webroot
= Webroot Procedures
EZEE Webroot Installer - Mac
EZEE Webroot Installer - Windows
[E5| . System

Part Three - Adding Agent Procedures to Policies
1. From the main menu, select Policy Management > Configure > Policies.

¥ Kaseya
NO®E

| Search Navigation

Policy Management

Summary
Overview
Dashboard
Logs
Policy Matrix

Configure

Grames
Settings

Assignment

Machines

Organizations / Machine Groups
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The Policies pane displays.

75 Kaseya =y

ﬂ @ @ — eAdd Folder mApply All Policies % Collapse All ¥ Expand All
Search Navigation L Machine Id: | |p‘

| |
£ Policies
El g System

Policy Management

Summary
Qverview
Dashboard
Logs
Policy Matrix
Configure
Policies
Settings
Assignment
Organizations / Machine Groups

Machines

2. Inthe Policies pane, select Policies.
=
%5¥ Kaseya ==

m @ @ = eAdd Folder mApply All Policies % Collapse Al ¥ Expand All
Search Navigation P Machine Id: | |P‘

2|

®  Policy Management

Summary

Overview

Dashboard

3. Click the Add Folder button.
-
L < 4 Kaseya ot

ﬂ @ @ — 'eﬂdd Folder lEI Apply All Policies A Collapse Al ¥ Expand All
Search Navigation P ‘ Machine Id: _ | |p|

| ¥l
2 Policies

=]
== System

Policy Management

Summary

Overview

Dashboard
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The Add Folder window displays.

Add Folder

Please enter the folder name.

0K Cancel

4. Inthe Please enter the folder name field, enter a name for the folder, such as Webroot, then click the OK button.

Add Folder
F the folder name.
Webmnt| ) ®
l 0K Cancel

The new folder displays beneath the Policies tree.

e Add Folder m Apply All Policies 4 Collapse All % Expand All

Machine |d: P|

= Ea Polici
(E g Webroot )

4 w= Systern
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5. Select the new folder. Note that the menu bar options change.

e Add Folder o Add Policy B Apply Policies [% Import From Template

Machine Id: 3

=] = ..
{E%-Webmﬂ‘t h
(£

== Sysiem

6.  Click the Add Policy button.

o Add Folder o Add Policy H Apply Policies %' Import From Template

Machine Id: E

S|

2 == Policies
[ = |
- - Webroot

] |E Systemn

The Add Policy window displays.

Add Policy

Please enter the policy name.

OK Cancel
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In the Please enter the policy name, field, enter a policy name, for example, /nstall WSA PC, and click the OK button.

Add Policy

Please enter the policy name.

Install WSAPC| ) X

The new policy displays beneath the Policies tree.

P

a Add Folder a Add Policy B Apply Policies %’ Import From
Machine Id: |
| hd
= E Policies
= |l Webroot

[El install wsa Pc
e E System

2

Select the new policy to display the settings area for the policy.

E‘ Rename Eﬂ Save As g Delete m Apply Policy

Machine Id: ‘ ‘

P‘ Machine Group: ‘ < All Groups > |v ‘
El E Policies

" |_{ Assigned Machine Groups " Assigned Machines l
=]

, E Save E Save and Apply O Cancel
Install WSA PC
== Sysfem

| A
Description: Install WSA PC
View*: < No View > ‘v |
|| Agent Menu
" [ ] Agent Procedures
[] Alerts
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9. Inthe Settings tab, select the Agent Procedures checkbox to display the Agent Procedures settings area.

Eli Rename E:! Save As 9 Delete m Apply Policy
Machine Id: L Machine Group: < All Groups > 7 View:
v I Settings ” Assigned Machine Groups H Assigned Machines ]
2 8 Policies
=
S i Webroot B Save m Save and Apply @ Cancel
- Sl e Name: Install WSA PC /
= System
Description: Install WSA PC
View*: < No View = N
[] Agent Menu
Agent Procedures
ﬂAddProcedure Elii t Procedure 93-' nove
"] Procedure Name Schedule
10. Click the Add Procedure button.
Efi Rename E;_l Save As 0 Delete B Apply Policy
Machine Id: P, Machine Group: < All Groups > v View:
v I Settings ” Assigned Machine Groups ” Assigned Machines
= & policies
ﬁd'- Webroot E Save B Save and Apply @ Cancel
Install WSA PC
- Elt- Name: Install WSA PC /
E == System
Description: Install WSA PC
View*: < No View > v
|| Agent Menu
Agent Procedures

"] Procedure Name Schedule
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The Add Procedure window displays.

Add Procedure X

E =z Private
E g Shared
& g System

11. Open the tree by selecting Shared > Webroot > Webroot Procedures.
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12. Select the Agent Procedure you just added.

-~ [¥] Agent Procedures

+ Add Procedure j Edit Procedure € Remove Procedure
Procedure Mame

Webroot Installer - Windows

13. Click the Schedule tab to display the Schedule area. Update any of the options, as needed.

Add Procedure
Procedure -
- Recurrence
Time Preference
@ Once
Schedule will be based on the timezone of the agent (rather than server)
) Minutes
) Hourly
) Daily — Start
) Monthly on: 17-Mar-17 3
E: Options
Skip if offline (if "Power up if offline’ is also checked, then skip script execution if power up failed)
Power up if offline (Requires Wake-On-LAN or vPro and another managed system on the same LAN)
Exclude the following time range

Add Cancel
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14. When you're done, click the Add button.

Add Procedure
Procedure -
— Recurrence ——————————
Time Preference
Once
Schedule will be based on the timezone of the agent (rather than server)
() Minutes
@) Hourly
() Daily — Start
() Weekly Run at: 2:33:13 pm v Distribution window;lzl IEB
() Monthly On: 17-Mar-17 3
 Execution Opt
Skip if offline (if 'Power up if offline’ is also checked, then skip script execution if power up failed)
Power up if offline (Requires Wake-On-LAN or vPro and another managed system on the same LAN)
Exclude the following time range
P

L Add ) Cancel

Part Four - Applying Policies

You can apply a policy one time or globally to an organization or group.

Applying Policies Once

1. With Kaseya Policy, you can create the ability to run an agent procedure on a schedule or only run once.

e Toinstall, they will want to have it run once.
e |fanew machine shows up in the group you select, it will run this agent procedure. The example below shows a a view selected

to filter for only specific machines.

B U ey e

L s
ST T P -

b et
Dosplon, et

e L

o At et =

T

[
e T
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Applying Policies Globally

1. Once you have created the policy, from the main menu, select Policy Management > Assignment > Organizations / Machine

Groups.

2. Drop that folder or policy into the tree where you want it applied.

For example, | only want the policy to run within a few groups

* Policy Management 1 Mactins Grougs
2 2, Giobsl Og
3 Summary -
(R
Overview = St
Dasrboans A
8 2, voeont
Logs s "
Puicy Mo > ’;‘:m
3 Configure o nu‘:«*
INé ’
| Kridand
Jashen B Giokal Polo
: - n:;n L.:w St (Anrusty 14 Doyt
- Schaduie (Anuaty Jan 1-14 Darytime)
Onpmscoy T Latost Syalro Audit Schad e (Dady Daytee)
Machinas -
T Mo
217 18] wridand kaseya
(8 Kridand
3 2, karver
3 5, milcronk
3" 5 myoOg
# [E] myOrgaoct
31 5, redmons
1 Webroot
818} redeond oot

3.2, oot
3 2, snchomah
2 5, unamed

271 &, woodewite

31 1] wooderse desksops.
& vem

217} 5 woodewite hormer

#1172 woodeine aopl

17 18 woodenaio sagtops

1] woodenie Angen
1 st

#1112 woodmase server

; Setect A Cotagaa Al [ Expend Al (] Remind me that Sems wit sutomaticaly synehron:

3 [l Poscies
3 (W ek

I8 Gt Monitor Hoam
I Poscy One
3 Wobroot
(5 vt
# [l System
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New Features in Version 2 - Summary

Org/Group Site Key

Added the capability to Webroot Settings to assign Site Key by Org and top level Groups.
e Added ability to view settings by Groups or Organizations.

o Added sorting to key columns on the setting grid.

o [f APlis turned on, the Site Key selection will be done using a drop-down menu. No copy and paste needed.

Auto Install
Added the ability to select a Org/Group to auto install all agents.

e Added the Auto Install checkbox to Settings page. This allows customers to automatically install Webroot on endpoints within that
container.

e New background task added, which fires once an hour and looks through all the orgs/groups that are configured to auto install. If
there are any new endpoints, the install agent procedure will be scheduled to run on those endpoints.

Mac Install

Added support for Mac endpoints.

o Added new agent procedures to install webroot on Mac endpoints.

o Added new agent procedures to uninstall webroot on Mac endpoints.

e Added new icon to Deployment Page, displaying whether Mac or Windows machine.

e Updated Deployment grid to display status of Mac.

e Updated endpoint dashboard to show status values that apply to Mac only.

e Added icon to endpoint dashboard showing 0S type.

o Added new mac consumer for installation, this will handle the install state and consuming of the install log to track failures.

o Added new mac consumer for uninstallation.

o Added new mac consumer for status, if APl is turned off pull data from plist file on machine and save to the database.

o [fthe APl is off, add Mac endpoint status consumption to hourly process.

e [fthe APl is on, Mac endpoint status should be the same as the Windows endpoints by just pulling from Unity API.

Unity API

Added Unity API to replace the consumption from registry and plist files on the endpoints. Also selecting existing sites from a drop down
for assigning them to Organizations and Groups is now available.

e Added session management of API credentials.
e Added infrastructure to make web calls to the Unity API.

e Added the ability to turn on/off API settings. If turned off, then run the v1.0 process of pulling from the registry and plist files on the
endpoints.

o Added new API Settings page, admin entering creds, configuration and testing.

o Store API Credentials in DB encrypted.
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e Added new background task that will run every 15 minutes to get all the changed endpoints for all the site keys managed.
e Made all the API settings and processes Tennant-aware for Kaseya Saas.

e Created data consumers for JSON data coming back from API Status calls.

e Added API call to get status of one endpoint.

e Added API call to test credentials and status of API configuration.

Update Configuration Info

Add plugin info to overview page for support.

e Added new tab to overview page called Webroot Plugin Info.
o Added Label showing plugin current version.

o Within the plugin info tab include labels:

e Version
e (lients Installed
e APl Enable

Uninstalling the Kaseya Plugin
To uninstall the Kaseya module, re-run the installer.

Note: After uninstalling Kaseya module V2, extra clean-up steps are required if you wish to remove all the data relating to your
installation. Steps to achieve this can be found here.
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Disclaimer

While every effort has been made to maintain document accuracy, product version updates may change or alter functionality. Please
report document omissions or issues to your Webroot representative.

This document is intended as a Getting Started Guide. For more information, please contact your local Webroot representative.
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